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[PUBLISH]

IN THE UNITED STATES COURT OF APPEALS

FOR THE ELEVENTH CIRCUIT

No. 18-14959

D.C. Docket No. 8:18-cv-01606-WFJ-SPF

| TAN TSAO,
individually and on behalf of all others similarly situated,

Plaintiff-Appellant,

VErsus

CAPTIVA MVP RESTAURANT PARTNERS, LLC,
A Florida Limited Liability Company doing business as PDQ,

Defendant-Appellee.

Appeal from the United States District Court
for the Middle District of Florida

(February 4, 2021)
Before JORDAN, TIOFLAT, and TRAXLER," Circuit Judges.

TJOFLAT, Circuit Judge:

“ The Honorable William B. Traxler, Senior United States Circuit Judge for the Fourth
Circuit, sitting by designation.
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| Tan Tsao seeks to bring a number of claims against PDQ—a restaurant he
patroned—following a data breach that exposed PDQ customers’ personal
financial information. Tsao’s appeal presents two questions. First, did Tsao have
standing to sue based on the theory that he and a proposed class of PDQ customers
are now exposed to a substantial risk of future identity theft, even though neither
Tsao nor the class members have suffered any misuse of their information?
Second, and alternatively, were Tsao’s efforts to mitigate the risk of future identity
theft a present, concrete injury sufficient to confer standing? For both questions,
we conclude the answer is no, and we accordingly affirm the District Court’s order
dismissing the case without prejudice.

l.

PDQ is a group of fast casual restaurants that sells chicken tenders, chicken
nuggets, salads, and sandwiches. Like most restaurants today, PDQ accepts
payment through a point of sale system where customers can insert credit or debit
cards to pay for their meal. When customers pay with a debit or credit card, PDQ
collects some data from the cards, including the cardholder’s name, the account
number, the card’s expiration date, the card verification value code (“CVV?”), and
PIN data for debit cards. PDQ then stores this data in its point of sale system and
transmits the information to a third party for processing and for completion of the

payment.
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Beginning on May 19, 2017, a hacker exploited PDQ’s point of sale system
and gained access to customers’ personal data—the credit and debit card
information—through an outside vendor’s remote connection tool. PDQ later
became aware of the breach, and on June 22, 2018, it posted a notice to customers
that it had “been the target of a cyber-attack.” The notice stated that “[a]ll PDQ
locations in operation” between May 19, 2017, and April 20, 2018, were affected
by the attack, and the notice listed the customers’ personal information that “may
have been accessed”: cardholder names, credit card numbers, card expiration dates,
and CVVs. Because of the nature of the breach, PDQ stated that it “was not
possible to determine the identity or exact number of credit card numbers or names
that were accessed or acquired during” the cyber-attack. The notice repeatedly
made clear that PDQ customers’ information “may” have been accessed.

In October 2017—during the data breach period—plaintiff Tsao made at
least two food purchases at a PDQ restaurant in Pinellas, Florida, using two
different cards. On October 8, he paid with a Wells Fargo Home Rebate card, and
on October 31, he paid with a Chase Sapphire Reserve card. Both of these cards
offer Tsao the ability to accrue points or rebates by making certain types of
purchases—gas, dining, groceries, and travel, just to name a few. The Chase card
also requires Tsao to pay an annual fee of $450.00. Because Tsao made purchases

at PDQ during the breach period, the credit card data from these cards may have
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been accessed by hackers. So, when Tsao learned of the possible breach in 2018,
he contacted both Chase and Wells Fargo and cancelled his cards.

Less than two weeks after PDQ’s announcement of the cyber-attack, Tsao
filed a class action complaint (the “Complaint”) in the Middle District of Florida
on behalf of a nationwide class, or alternatively, a separate Florida class. The
Complaint lists a variety of injuries that PDQ customers allegedly suffered as a
result of the cyber-attack, including “theft of their personal financial information,”
“unauthorized charges on their debit and credit card accounts,” and “ascertainable
losses in the form of the loss of cash back or other benefits.” Tsao asserts that he
and the class members “have been placed at an imminent, immediate, and
continuing increased risk of harm from identity theft and identity fraud, requiring
them to take the time which they otherwise would have dedicated to other life
demands such as work and effort to mitigate the actual and potential impact of the
Data Breach on their lives.” The Complaint also includes some general
information from the Federal Trade Commission and Government Accountability
Office about the risks associated with cyber-attacks and lists a few noteworthy data
breaches involving the restaurant industry.

Based on these alleged injuries, the Complaint claims that PDQ (1) breached
an implied contract by failing to safeguard customers’ credit card data (Count I);

(2) was negligent in failing to provide adequate security for the credit card data
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(Count I1); (3) was per se negligent because PDQ violated Section 5 of the Federal
Trade Commission Act (15 U.S.C. § 45), which prohibits unfair practices that
affect commerce (Count I11); (4) was unjustly enriched when it received payments
from the customers but failed to provide those customers with adequate data
security (Count IV); and (5) violated the Florida Unfair and Deceptive Trade
Practices Act by failing to, among other things, maintain “adequate . . . data
security practices” (Count VI). The Complaint additionally seeks a declaratory
judgment stating that “PDQ’s existing data security measures do not comply with
its contractual obligations and duties of care” and that PDQ, in order to comply
with those obligations, is required to implement and maintain a variety of security
measures (Count V).

PDQ moved to dismiss the Complaint on August 28, 2018. PDQ argued that
the Complaint failed to state a claim under Federal Rules of Civil Procedure
12(b)(1), (b)(6), and (b)(7) “for failure to satisfy Article 11l standing, to state a
claim upon which relief can be granted, and/or for failure to join indispensable
parties.” On the standing issue, PDQ emphasized that, although customer data
may have been “compromised” or “exposed” during the cyber-attack, Tsao failed
to identify “a single incident involving an actual misuse of the credit card
information, much less any misuse . . . causing any of the customers any actual

injury” (emphasis in original). Instead, PDQ argued, Tsao’s claims were
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“premised on a fear that his credit card information may be misused at some point
in the future,” and since he cancelled his cards before any misuse occurred, he was
foreclosed from alleging damages. And even if Tsao did incur some out-of-pocket
expenses to mitigate the risk of misuse, PDQ claimed that such “manufacture[d]
standing” was not enough to satisfy Article IlI.

Tsao’s response to the motion to dismiss focused heavily on three types of
injuries he allegedly suffered in his efforts to mitigate the perceived risk of future
identity theft: lost cash back or reward points, lost time spent addressing the
problems caused by the cyber-attack, and restricted card access resulting from his
credit card cancellations. On the first point—the loss of cash back or reward
points—Tsao argued that, because he cancelled his Chase and Wells Fargo cards in
anticipation of possible misuse, he temporarily “lost the opportunity to accrue” the
rewards connected to those cards. And on the latter two points—Ilost time and
restricted account access—Tsao asserted that he “expended time and effort” to
cancel his cards and to deal with the impact of the cyberattack, and since he
cancelled the cards, he lost access to his “preferred accounts.” Importantly,
however, Tsao did not point to any specific instances in which his—or any other
class member’s—identity was stolen, cards were fraudulently charged, or data was

misused. Rather, the thrust of Tsao’s response was that he had standing (1)
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because he and the class were at an elevated risk of identity theft, or, alternatively,
(2) because he took “proactive[]” steps to mitigate the risk of identity theft.

On November 1, 2018, the District Court dismissed Tsao’s Complaint
without prejudice for lack of standing. The Court noted that although Tsao
claimed that his private data was “compromised” and “exposed” to criminals, not
once did he allege “that his credit cards were used in any way by a thief or that his
identity was stolen.” Nor did Tsao identify “a single specific, concrete injury in
fact that he or anyone else [] suffered as a result of any misuse of customer credit
card information.” These conclusory allegations of harm, the Court found, were
speculative at best, and mere “[e]vidence of a data breach, without more, [was]
insufficient to satisfy injury in fact under Article 11l standing.”

This appeal followed. Tsao’s briefing mostly retreads the arguments he
made below—that he and the class are at an elevated risk of future identity theft
and that he lost cash back and rewards point, time, and account access—in an
effort to satisfy Article I11’s standing requirement. But after a careful review of the
record and with the benefit of oral argument, we affirm the District Court’s
dismissal for lack of standing.

1.
Whether plaintiffs have standing to sue is a threshold jurisdictional question

that we review de novo. Debernardis v. 1Q Formulations, LLC, 942 F.3d 1076,
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1083 (11th Cir. 2019). On a facial attack to a complaint for lack of standing, we
take the allegations of the complaint as true. McElmurray v. Consol. Gov’t of
Augusta-Richmond Cty., 501 F.3d 1244, 1251 (11th Cir. 2007).

1.

Tsao’s arguments focus on two general theories of standing. First, he argues
that he could suffer future injury from misuse of the personal information disclosed
during the cyber-attack (though he has not yet), and this risk of misuse alone is
enough to satisfy the standing requirement. Then, he argues that he has already
suffered some “concrete, particularized” mitigation injuries—for example, lost
time, lost rewards points, and loss of access to accounts—that are sufficient to
confer standing. Below, we reject both of these theories of standing. But before
we dive into Tsao’s arguments, an overview of our standing case law is in order.

A.

Under Article 111 of the Constitution, the jurisdiction of a federal court is
limited to “cases” and “controversies.” See Wilding v. DNC Servs. Corp., 941 F.3d
1116, 1124 (11th Cir. 2019). To satisfy the “case” or “controversy” requirement, a
plaintiff in a matter must have standing to sue. See Spokeo, Inc. v. Robins, 136 S.
Ct. 1540, 1546-47 (2016). And for a plaintiff to have standing, it must have “(1)
suffered an injury in fact, (2) that is fairly traceable to the challenged conduct of

the defendant, and (3) that is likely to be redressed by a favorable judicial
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decision.” Id. at 1547 (citing Lujan v. Defs. of Wildlife, 504 U.S. 555, 560-61, 112
S. Ct. 2130, 2136 (1992)). A plaintiff at the pleading stage, as the party invoking
federal jurisdiction, bears the burden of establishing these elements by alleging
facts that “plausibly” demonstrate each element. Trichell v. Midland Credit
Mgmt., Inc., 964 F.3d 990, 996 (11th Cir. 2020)

Of the three standing elements, Tsao’s allegations implicate only injury. At
the pleading stage, “general factual allegations of injury” are enough. Lujan, 504
U.S.at 561, 112 S. Ct. at 2137. But this does not mean that any allegations of
Injury can push a plaintiff across the standing threshold. Rather, a plaintiff must
set forth general factual allegations that “plausibly and clearly allege a concrete
injury,” Thole v. U. S. Bank N.A, 140 S. Ct. 1615, 1621 (2020), and that injury

must be “‘actual or imminent, not conjectural or hypothetical,”” Spokeo, Inc., 136
S. Ct. at 1548 (quoting Lujan, 504 U.S. at 560, 112 S. Ct. at 2136). “[M]ere
conclusory statements[] do not suffice.” Ashcroft v. Igbal, 556 U.S. 662, 678, 129
S. Ct. 1937, 1949 (2009).

This standing framework raises two questions. First, what is a “concrete”
injury? In Spokeo, the United States Supreme Court offered a straightforward
definition: “A concrete injury must be de facto; that is, it must actually exist.”

Spokeo, Inc., 136 S. Ct. at 1548 (quotations omitted). The Supreme Court noted

that, when it uses the term “concrete,” it intends to “convey the usual meaning of
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the term—*real,” and not ‘abstract.”” Id. (quoting Webster’s Third New
International Dictionary 472 (1971)). This Court has adhered to that definition,
and we have noted that “[a] concrete injury need be only an “identifiable trifle.””
Salcedo v. Hanna, 936 F.3d 1162, 1167 (11th Cir. 2019) (quoting United States v.
Students Challenging Regul. Agency Proc’s. (SCRAP), 412 U.S. 669, 689 n.14, 93
S. Ct. 2405, 2417 n.14 (1973)) (emphasis added).

Typically, tangible! injuries are “concrete.” See Trichell, 964 F.3d at 997.
Tangible injuries can include both straightforward economic injuries, see
Debernardis, 942 F.3d at 1084, and more nebulous injuries, like lost time, see
Salcedo, 936 F.3d at 1173, or the loss of a “fraction of a vote,” id. at 1167 (quoting
SCRAP, 412 U.S. at 689 n.14, 93 S. Ct. at 2417 n.14).

But although many types of injuries may qualify as “concrete,” there is
another restriction on standing: “Where a ‘hypothetical future harm’ is not
‘certainly impending,” plaintiffs ‘cannot manufacture standing merely by inflicting
harm on themselves.”” Muransky v. Godiva Chocolatier, Inc., 979 F.3d 917, 931

(11th Cir. 2020) (en banc) (quoting Clapper v. Amnesty Int’l USA, 568 U.S. 398,

! Intangible injuries, such as a mere statutory violation, will sometimes qualify as
concrete, but that inquiry depends upon the context of the statutory violation. See Trichell v.
Midland Credit Mgmt., Inc., 964 F.3d 990, 997 (11th Cir. 2020). Although intangible injuries
are not relevant here, we mention them briefly for the sake of completeness.

10
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416, 133 S. Ct. 1138, 1151 (2013)). This raises the second question: When is an
Injury “actual or imminent” and not just “conjectural or hypothetical?”

In Clapper, the United States Supreme Court addressed whether a group of
plaintiffs—people in the United States whose work required them to engage in
sensitive international communications that may have been the target of
surveillance under a federal statute—suffered an injury in fact because “there [wa]s
an objectively reasonable likelihood that their communications w[ould] be
acquired under [the statute] at some point in the future.” Clapper, 568 U.S. at 401,
133 S. Ct. at 1143. The Supreme Court found no injury—and thus no standing—
because the plaintiffs “merely speculate[d] and ma[de] assumptions about whether
their communications with their foreign contacts wjould] be acquired” under the
statute. I1d. at 411, 133 S. Ct. at 1148. Such speculation was not enough:
“[T]hreatened injury must be certainly impending to constitute injury in fact, . . .
[a]llegations of possible future injury are not sufficient.” Id. at 409, 133 S. Ct. at
1147 (emphasis in original) (quotations omitted). While this standard does not
require a plaintiff to show that it is “literally certain that the harms they identify
will come about,” it, at the very least, requires a showing that there is a “substantial
risk” that the harm will occur. Id. at 414 n.5, 133 S. Ct. at 1150 n.5.

This Circuit recently discussed Clapper’s “high standard for the risk-of-

harm analysis” in the context of speculative allegations of future identity theft.

11
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Muransky, 979 F.3d at 927. In Muransky, customers of Godiva chocolate stores
alleged violations of the Fair and Accurate Credit Transactions Act (“FACTA”),
claiming that Godiva printed too many digits on credit card receipts and thus
exposed customers to an elevated risk of identity theft. 1d. at 922. The injuries
alleged were merely “statutory in nature”—that is, the harm to plaintiffs was
simply that FACTA had been violated. 1d. As the litigation wore on, the parties
began to negotiate a settlement, fueled largely by the United States Supreme
Court’s impending decision in Spokeo v. Robins, which would decide whether a
statutory violation alone could confer standing. 1d. With Spokeo still outstanding,
the District Court certified the proposed class, approved a settlement between the
parties, and directed notice of the settlement to the class members. Id. at 922-23.
But before the District Court could hold a fairness hearing on the class
settlement, the Supreme Court issued its decision in Spokeo. Id. An objector to
the Godiva settlement argued that the District Court was obliged to determine
whether, in light of Spokeo, plaintiffs had standing to sue for a statutory violation,
but the District Court ignored the issue and approved the settlement. 1d. at 923.
This Court, sitting en banc, vacated the District Court’s order approving the
settlement and remanded with instructions to dismiss for lack of standing. Id. at
936. We reasoned, in relevant part, that Muransky’s naked allegations that he and

the class were exposed to an “elevated risk” of identity theft—but not that he and

12
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the class were ever actually the victims of identity theft—were not enough to
confer standing. Id. at 933. But in an attempt to end run around Spokeo,
Muransky claimed that he suffered a direct injury in fact when he spent time
“destroying or safeguarding” his receipts in an effort to mitigate his risk of future
identity theft. Id. at 931. Citing Clapper, this Court flatly rejected Muransky’s
argument: “Where a ‘hypothetical future harm’ is not “certainly impending,’
plaintiffs ‘cannot manufacture standing merely by inflicting harm on themselves.’
[] Muransky is no different than the Clapper plaintiffs in this respect—his
management-of-risk claim is bound up with his arguments about actual risk.” 1d.
(citing Clapper, 568 U.S. at 416, 422, 133 S. Ct. at 1151, 1155).

From Clapper and Muransky, we can distill two legal principles relevant to
Tsao’s claims. First, a plaintiff alleging a threat of harm does not have Acrticle IlI
standing unless the hypothetical harm alleged is either “certainly impending” or
there is a “substantial risk” of such harm.? Clapper, 568 U.S. at 409, 414 n.5, 133
S. Ct. at 1147, 1150 n.5; Muransky, 979 F.3d at 931. Second, if the hypothetical
harm alleged is not “certainly impending,” or if there is not a substantial risk of the

harm, a plaintiff cannot conjure standing by inflicting some direct harm on itself to

2 The Supreme Court indicated that both the “certainly impending” and “substantial risk”
standards are applicable in future injury cases, albeit without resolving whether they are distinct.
See Susan B. Anthony List v. Driehaus, 573 U.S. 149, 158, 134 S. Ct. 2334, 2341 (2014). As a
result, we discuss both throughout this opinion.

13
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mitigate a perceived risk. Clapper, 568 U.S. at 416, 422, 133 S. Ct. at 1151, 1155;
Muransky, 979 F.3d at 931. With these two principles in mind, we turn to Tsao’s
claims.
B.

We begin with Tsao’s theory that he has Article I11 standing because he
faces a “substantial risk of identity theft, fraud, and other harm in the future as a
result of the data breach.” Although this Circuit has not addressed the issue head-
on, a number of our sister circuits have, and they are divided. On the one hand, the
Sixth, Seventh, Ninth, and D.C. Circuits have all recognized—at the pleading
stage—that a plaintiff can establish injury-in-fact based on the increased risk of
identity theft. See Attias v. Carefirst, Inc., 865 F.3d 620, 629 (D.C. Cir. 2017);
Galaria v. Nationwide Mut. Ins. Co., 663 F. App’x 384, 387-89 (6th Cir. 2016);
Remijas v. Neiman Marcus Grp., LLC, 794 F.3d 688, 692, 694-95 (7th Cir. 2015);
Krottner v. Starbucks Corp., 628 F.3d 1139, 1142-43 (9th Cir. 2010); Pisciotta v.
Old Nat’l Bancorp, 499 F.3d 629, 633-34 (7th Cir. 2007). On the other hand, the
Second, Third, Fourth, and Eighth Circuits have declined to find standing on that
theory. See Beck v. McDonald, 848 F.3d 262, 273-76 (4th Cir.), cert. denied sub
nom. Beck v. Shulkin, 137 S. Ct. 2307 (2017); Whalen v. Michaels Stores, Inc., 689

F. App’x 89, 90-91 (2d Cir. 2017); In re SuperValu, Inc., 870 F.3d 763, 770-72

14
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(8th Cir. 2017); Reilly v. Ceridian Corp., 664 F.3d 38, 42-44 (3d Cir. 2011).® Of
course, we are not bound by any of these cases, but a brief overview of their
reasoning is helpful.

Generally speaking, the cases conferring standing after a data breach based
on an increased risk of theft or misuse included at least some allegations of actual
misuse or actual access to personal data. In Attias, two plaintiffs alleged that they
suffered identity theft when their anticipated tax refunds went missing. Attias, 865
F.3d at 626 n.2. In Galaria, plaintiffs alleged that their data was accessed and had
“already been stolen” by “ill-intentioned criminals.” Galaria, 663 F. App’x at 388.
In Remijas, plaintiffs alleged that personal data had “already been stolen” and that
9,200 cards [] experienced fraudulent charges.” Remijas, 794 F.3d at 692-94.
And in Krottner, at least one plaintiff alleged that someone “attempted to open a

bank account in his name.” Krottner, 628 F.3d at 1142.

% 1t is worth noting that the First Circuit appears to have gone both ways on this issue. In
Anderson v. Hannaford Bros., 659 F.3d 151, 162-67 (1st Cir. 2011), the First Circuit declined to
question whether victims of a data breach—who alleged 1,800 instances of credit-card fraud—
had standing to sue. But when analyzing Anderson in a different data breach case, the First
Circuit drew the distinction between instances where confidential data has actually been
accessed and case where data might be accessed. Katz v. Pershing, LLC, 672 F.3d 64, 80 (1st
Cir. 2012) The Court held that, in the latter scenario, the “theoretical possibility” of access to
confidential data “simply does not rise to the level of a reasonably impending threat.” Id. at 79.
Since Katz, other Circuits have interpreted First Circuit law to preclude standing based on
allegations of future identity theft unaccompanied by criminal activity involving the stolen
information, see Beck, 848 F.3d at 273, as have district courts within the First Circuit, see
Hartigan v. Macy’s, Inc., No. CV 20-10551-PBS, 2020 WL 6523124, at *3 (D. Mass. Nov. 5,
2020).

15
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The outlier among the cases conferring standing is Pisciotta, 499 F.3d at
634. There, plaintiffs brought a class action against a bank after its website was
hacked, alleging that the bank failed to adequately secure the personal information
it solicited (including names, addresses, birthdates, and social security numbers)
when consumers applied for banking services on its website. 1d. at 631. The
named plaintiffs did not allege any actual misuse or access to their data, but the
Seventh Circuit found standing nonetheless: “[T]he injury-in-fact requirement can
be satisfied by a threat of future harm or by an act which harms the plaintiff only
by increasing the risk of future harm that the plaintiff would have otherwise faced,
absent the defendant’s actions.” Id. at 634.

Though the Seventh Circuit’s opinion appears to sweep broadly on its face,
we are hesitant to read too closely into Pisciotta in light of two considerations.
First, Pisciotta is a pre-Clapper decision, and thus it is unclear if the Seventh
Circuit would have (or could have) reached the same conclusion with the benefit of
the Supreme Court’s opinion. Second, none of the Seventh Circuit data breach
cases that followed Pisciotta—including Remijas, 794 F.3d at 693, Lewert v. P.F.
Chang’s China Bistro, Inc., 819 F.3d 963 (7th Cir. 2016), and Dieffenbach v.
Barnes & Noble, Inc., 887 F.3d 826 (7th Cir. 2018)—even cite the case, suggesting

that Pisciotta should not weigh too heavily in our analysis.

16
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Other Circuits have declined to find standing on an “elevated risk of identity
theft” theory where the plaintiffs failed to allege any actual misuse of class
members’ personal information. The Second Circuit, for example, distinguished a
breach of credit-card-specific data from a breach of other forms of personal
information in Whalen v. Michaels Stores, Inc., 689 F. App’x at 90. In Whalen,
Michaels Stores publicly announced a breach of card data, and Whalen filed suit
alleging that her card—which was used at Michaels during the breach period—had
been “physically presented for payment” at two locations in Ecuador, though no
charges were actually incurred. Id. To show standing, Whalen pointed to the two
attempts to use her cards in Ecuador, the “risk of future identity fraud,” and the lost
time and money she spent resolving the attempted fraudulent purchases. Id. But
the Second Circuit held that Whalen failed to allege a concrete injury because (1)
Whalen never paid, nor was asked to pay, for the attempted fraudulent charges in
Ecuador; (2) she did not identify a threat of future fraud, as her stolen credit card
had already been canceled and no other identifying information was stolen; and (3)
the complaint did not allege that she expended any time or money to monitor her
financial data. 1d. at 90-91.

Similarly, in Reilly v. Ceridian Corp.—a pre-Clapper decision—a class of
law firm employees brought a putative class action against a payroll processing

firm (Ceridian) asserting various claims related to an increased risk of identity theft

17
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and costs to monitor credit activity after Ceridian suffered a security breach. See
664 F.3d at 40. After the breach, Ceridian sent letters to the potential identity theft
victims, informing them of the breach: “[S]Jome of your personal information . . .
may have been illegally accessed by an unauthorized hacker. . . . [T]he information
accessed included your first name, last name, social security number and, in
several cases, birth date and/or the bank account that is used for direct deposit.”

Id. (alterations in original). Although the plaintiffs argued that the breach left them
at an “increased risk of identity theft,” they did not allege any actual misuse of
personal information. Id. at 40-41 The Third Circuit, relying on Lujan, 504 U.S.
at 561, 112 S. Ct. at 2136-37, and Whitmore v. Arkansas, 495 U.S. 149, 155, 110
S. Ct. 1717, 1722-23 (1990), found that the plaintiffs’ alleged injuries were
hypothetical and relied on speculation, and thus they were not “imminent” or
“certainly impending.” Reilly, 664 F.3d at 43. As a result, the plaintiffs did not
have standing. Id.

The Fourth Circuit has likewise rejected the “increased risk of future identity
theft” theory in the context of a data breach. In Beck v. McDonald, a class of
veterans who received medical treatment and health care at a South Carolina
Veterans Affairs Medical Center brought actions alleging violations of various
federal statutes following two data breaches at the Medical Center. 848 F.3d at

266. The plaintiffs sought to establish Article 111 standing based on (1) the harm
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from the increased risk of future identity theft and (2) the cost of measures to
protect against it. Id. at 266—67. The Fourth Circuit, distinguishing Remijas and
Krottner on the ground that those cases included allegations of actual misuse,
found that the plaintiffs’ alleged injury from the elevated risk of identity theft was
“too speculative”; “[E]ven after extensive discovery, the Beck plaintiffs have
uncovered no evidence that the information contained on the stolen laptop has been
accessed or misused or that they have suffered identity theft, nor, for that matter,
that the thief stole the laptop with the intent to steal their private information.” Id.
at 274. The “mere theft” of the plaintiffs’ data, without something more, required
the consideration of the “attenuated chain of possibilities” rejected by Clapper. Id.
at 275. This theory of harm was simply “too speculative to constitute an injury-in-
fact.” Id. at 274.4

And notably, the Eighth Circuit in In re SuperValu, Inc. found no standing
on an “increased risk of future identity theft” theory, even when a named plaintiff
alleged actual misuse of personal information. 870 F.3d at 769-71. There, a class
of grocery store customers filed suit against SuperValu and other grocery store

owner-operators following two data breaches in which the customers’ financial

% The Fourth Circuit later found standing in a data breach case where the plaintiffs did
allege that hackers “used—and attempted to use—the Plaintiffs’ personal information to open
Chase Amazon Visa credit card accounts without their knowledge or approval.” Hutton v. Nat’l
Bd. of Exam’rs in Optometry, Inc., 892 F.3d 613, 622 (4th Cir. 2018). There, as we do here, the
Fourth Circuit noted the distinction between cases alleging the possibility of misuse of personal
information and cases alleging actual misuse. See id.
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information was allegedly accessed and stolen. Id. at 765. The customers alleged
that, as a result of the data breaches, hackers were allowed to gain access to

customers’ “names, credit or debit card account numbers, expiration dates, card
verification value (CVV) codes, and personal identification numbers (PINs).” 1d.
at 766. In support of their theory of standing, the customers relied on a June 2007
United States Government Accountability Office (GAO) report on data breaches,
which states that “identity theft” includes “many types of criminal activities,
including fraud on existing accounts—such as unauthorized use of a stolen credit
card number—or fraudulent creation of new accounts—such as using stolen data to
open a credit card account in someone else’s name.” 1d. at 770 (citing U.S. Gov’t
Accountability Off., GAO-07-737, Personal Information: Data Breaches are

Frequent, but Evidence of Resulting Identity Theft is Limited; However, the Full

Extent is Unknown (2007), http://www.gao.gov/assets/270/262899.pdf (hereinafter

“GAO Report”)). That report points out, however, that compromised credit or
debit card information, without additional personal identifying information,
“generally cannot be used alone to open unauthorized new accounts.” 1d. (citing
GAO Report at 30). The Eighth Circuit additionally noted that the GAO report
concludes that “most breaches have not resulted in detected incidents of identity

theft.” Id. at 771 (citing GAO Report at 21).
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In light of the GAO Report’s findings, the Eighth Circuit found that the
plaintiffs failed to demonstrate a substantial risk that they would suffer identity
theft in the future. Id. at 770. The hackers in SuperValu were not alleged to have
stolen social security numbers, birth dates, or driver’s license numbers, and thus,
according to the GAO report, the risk of identity theft was “little to no[ne].” Id.
The Court did find, however, that a lone named plaintiff alleged actual misuse, and
thus that plaintiff had standing based on present, but not future injury. Id. at 772.

We are persuaded by the reasoning of the Eighth Circuit in SuperValu, and
the facts of that case map closely to the facts of this one. Here, as the plaintiffs did
in SuperValu, Tsao has alleged that hackers may have accessed and stolen
customer credit card data “including the cardholder name, the account number,
expiration date, card verification value (‘CVV’), and PIN data for debit cards.”
And here, just like the plaintiffs in SuperValu, Tsao cites to the 2007 GAO Report
on data breaches in support of his theory that the PDQ hack may result in future
identity theft. But we, like the Eighth Circuit in SuperValu, believe the GAO
Report actually demonstrates why there is no “substantial risk” of identity theft
here. Tsao has not alleged that social security numbers, birth dates, or driver’s
license numbers were compromised in the PDQ breach, and the card information
allegedly accessed by the PDQ hackers “generally cannot be used alone to open

unauthorized new accounts.” GAO Report at 30. So, based on the GAO Report, it
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is unlikely that the information allegedly stolen in the PDQ breach, standing alone,
raises a substantial risk of identity theft.

This leaves us with the risk that the hackers, if they accessed and stole
Tsao’s credit card information, could make unauthorized purchases with his cards
or drain his accounts. But again, the GAO Report suggests that most data breaches
have not resulted in detected incidents of fraud on existing accounts. See id. at 21.
Indeed, the GAO Report reviewed the 24 largest data breaches between January
2000 and June 2005 and found that only 4 of the 24 breaches (roughly 16.667%)
resulted in some form of identity theft, and only 3 resulted in account theft or fraud
(12.5%). Id. at 24-25. Given the low rate of account theft, the GAO Report
simply does not support the conclusion that the breach here presented a
“substantial risk” that Tsao would suffer unauthorized charges on his cards or
account draining.

Of course, we recognize that the GAO Report is over a decade old, and it is
possible that some breaches may present a greater risk of identity theft than others.
But even if we set aside the GAO Report and the reasoning of SuperValu, we
remain unconvinced that Tsao has met his burden to show that the there is a
“substantial risk of harm, or that such harm is “certainly impending.” Clapper,
568 U.S. at 409, 414 n.5, 133 S. Ct. at 1147, 1150 n.5. Three considerations color

this conclusion.
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First, we recently held in Muransky that conclusory allegations of an
“elevated risk of identity theft”—or, as Tsao puts it, a “continuing increased risk”
of identity theft—*[are] simply not enough” to confer standing. Muranksy, 979
F.3d at 933. Tsao’s allegations about the “increased risk” of identity theft are
supported only by reports defining identity theft, outlining the general risks of
identity theft, or stating that identity thieves have stolen $112 billion in the last six
years. These reports do nothing to clarify the risks to the plaintiffs in this case, and
Tsao’s threadbare allegations of “increased risk” are insufficient to confer
standing.

Second, Tsao offers only vague, conclusory allegations that members of the
class have suffered any actual misuse of their personal data—here, “unauthorized
charges.” But again, conclusory allegations of injury are not enough to confer
standing. See Igbal, 556 U.S. at 678, 129 S. Ct. at 1949. Of course, as our sister
Circuits have recognized, evidence of actual misuse is not necessary for a plaintiff
to establish standing following a data breach. See, e.g., Beck, 848 F.3d at 275
(stating that district court did not impermissibly require plaintiffs to demonstrate
actual misuse). However, without specific evidence of some misuse of class
members’ data, a named plaintiff’s burden to plausibly plead factual allegations
sufficient to show that the threatened harm of future identity theft was “certainly

impending”—or that there was a “substantial risk” of such harm—uwill be difficult
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to meet. Cf. Resnick v. AvMed, Inc., 693 F.3d 1317, 1323 n.1 (11th Cir. 2012)
(finding that plaintiffs who suffered “actual’ identity theft had standing but noting
that “speculative” identity theft may not be sufficient to confer standing). As the
case law discussed above confirms, most plaintiffs that have failed to offer at least
some evidence of actual misuse of class members’ data have fared poorly in
disputes over standing. See Op. at 14-21.

Third, Tsao immediately cancelled his credit cards following disclosure of
the PDQ breach, effectively eliminating the risk of credit card fraud in the future.
Of course, even if Tsao’s cards are cancelled, some risk of future harm involving
identity theft (for example, the use of Tsao’s name) still exists, but that risk is not
substantial and is, at best, speculative.

In short, Tsao has not alleged either that the PDQ data breach placed him at
a “substantial risk” of future identity theft or that identity theft was “certainly
impending.” Clapper, 568 U.S. at 409, 414 n.5, 133 S. Ct. at 1147, 1150 n.5.
Evidence of a mere data breach does not, standing alone, satisfy the requirements
of Article 11l standing. It follows that Tsao does not have standing here based on
an “increased risk” of identity theft.

C.
We turn now to Tsao’s claims that he has suffered actual, present injuries in

his efforts to mitigate the risk of identity theft caused by the data breach.

24



Case 8:18-cv-01606-WFJ-SPF Document 51 Filed 02/04/21 Page 25 of 79 PagelD 327
USCAL11 Case: 18-14959 Date Filed: 02/04/2021 Page: 25 of 28

Following notice of the PDQ data breach, Tsao notified Wells Fargo and
Chase to cancel his credit cards and, in his words, “proactively t[ook] steps to
mitigate the damage done by PDQ’s mistakes.” As a result of these mitigation
efforts, Tsao claims that he has suffered three distinct injuries: (1) lost opportunity
to accrue cash back or rewards points on his cancelled credit cards, (2) costs
associated with detection and prevention of identity theft in taking the time and
effort to cancel and replace his credit cards; and (3) restricted account access to his
preferred payment cards. Tsao’s mitigation efforts are not enough to confer
standing.

It is well established that plaintiffs “cannot manufacture standing merely by
inflicting harm on themselves based on their fears of hypothetical future harm that
Is not certainly impending.” Clapper, 568 U.S. at 416, 133 S. Ct. at 1151, see also
Muransky, 979 F.3d at 931 (citing Clapper and stating the same). In Muransky,
this Court held that a plaintiff’s mitigation costs—there, “additional time
destroying or safeguarding his receipt”—uwere insufficient to confer standing
because there was no substantial risk of identity theft. Muransky, 979 F.3d at 931.
Although we noted that allegations of “wasted time” could sometimes “state a
concrete harm for standing purposes,” we noted that Muransky’s “management-of-
risk claim [wa]s bound up with his arguments about actual risk,” id. at 930-31

(quotations and citations omitted). As a result, Muransky’s “assertion of wasted
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time and effort necessarily r[ose] or f[ell] along with” the Court’s determination of
whether there was a substantial risk of harm. Id. at 931.

So too here. The mitigation costs Tsao alleges are inextricably tied to his
perception of the actual risk of identity theft following the PDQ data breach. Tsao,
by his own admission, voluntarily cancelled his credit cards, and the three types of
harm he has identified flowed from that cancellation. By cancelling his cards, he
voluntarily forwent the opportunity to accrue cash back or rewards points on those
cards. By cancelling his cards, he voluntarily restricted access to his preferred
payment cards. And by cancelling his cards, he voluntarily spent time
safeguarding his accounts. Tsao cannot conjure standing here by inflicting injuries
on himself to avoid an insubstantial, non-imminent risk of identity theft. To hold
otherwise would allow “an enterprising plaintiff . . . to secure a lower standard for
Article 111 standing simply by making an expenditure based on a nonparanoid
fear.” Clapper, 568 U.S. at 416, 133 S. Ct. at 1151. The law does not permit such
a result.

V.

We hold that Tsao lacks Article 11l standing because he cannot demonstrate

that there is a substantial risk of future identity theft—or that identity theft is

certainly impending—and because he cannot manufacture standing by incurring
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costs in anticipation of non-imminent harm. Accordingly, we affirm the District
Court’s order dismissing the case without prejudice for lack of standing.

AFFIRMED.
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JORDAN, Circuit Judge, concurring in the judgment.

Given our recent decision in Muransky v. Godiva Chocolatier, Inc., 979 F. 3d
917 (11th Cir. 2020) (en banc)—a decision from which I dissented—I concur in the
judgment. | note only that the court here, rather than viewing Mr. Tsao’s allegations
favorably, necessarily engages in a value-laden and normative inquiry concerning
the question of “substantial risk” at the motion-to-dismiss stage. That to me is
problematic for a number of reasons, see id. at 964-70 (Jordan, J., dissenting), but
Muransky apparently has sanctioned such an analytical approach. Hopefully the
Supreme Court will soon grant certiorari in a case presenting the question of Article

I11 standing in a data breach case.
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President’s Identity Theft Task Force have advocated a notification standard—
the conditions requiring notification—that is risk based, allowing individuals
to take appropriate measures where the risk of harm exists, while ensuring
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As aresult of advances in computer technology and electronic storage,
many different sectors and entities now maintain electronic records
containing vast amounts of personal information on virtually all American
consumers. In recent years, a number of entities—including financial
service firms, retailers, universities, and government agencies—have
collectively reported the loss or theft of large amounts of sensitive
personal information. Some of these data breaches—such as those
involving TJX Companies and the Department of Veterans Affairs (VA)—
have received considerable publicity and have highlighted concerns about
the protections afforded sensitive personal information.' Policymakers,
consumer advocates, and others have raised concerns that data breaches
can contribute to identity theft, in which an individual’s sensitive personal

InJ anuary 2007, The TJX Companies, Inc., publicly disclosed a data breach that
compromised sensitive personal information, including credit and debit card data,
associated with more than 45 million customer accounts. In May 2006, VA reported that
computer equipment containing sensitive personal information on approximately 26.5
million veterans and active duty members of the military was stolen from the home of a VA
employee. The equipment was eventually recovered, and forensic analysts concluded that it
was unlikely that the personal information contained therein was compromised. See GAO,
Privacy: Lessons Learned About Data Breach Notification, GAO-07-657 (Washington,
D.C.: Apr. 30, 2007).
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information is used fraudulently. The Federal Trade Commission (FTC),
which is responsible for taking complaints from victims and sharing them
with law enforcement agencies, has noted that identity theft is a serious
problem—imillions of Americans are affected each year, and victims may
face substantial costs and time to repair the damage to their good name
and credit record.

Although there is no commonly agreed-upon definition, the term “data
breach” generally refers to an organization’s unauthorized or unintentional
exposure, disclosure, or loss of sensitive personal information, which can
include personally identifiable information such as Social Security
numbers (SSN) or financial information such as credit card numbers.
Data breaches can take many forms and do not necessarily lead to identity
theft. The term “identity theft” is broad and encompasses many types of
criminal activities, including fraud on existing accounts—such as
unauthorized use of a stolen credit card number—or fraudulent creation
of new accounts—such as using stolen data to open a credit card account
in someone else’s name. Depending on the type of information
compromised and how it is misused, identity theft victims can face a range
of potential harm, from the inconvenience of having a credit card reissued
to substantial financial losses and damaged credit ratings.

Beginning with California in 2002, at least 36 states have enacted breach
notification laws—that is, laws that require certain entities that experience
a data breach to notify individuals whose personal information was lost or
stolen. There is no federal statute that requires most companies or other
entities to notify affected individuals of data breaches, although federal
banking regulatory agencies have issued guidance on breach notification

*In this report we use “personally identifiable information” to refer to any information that
can be used to distinguish or trace an individual’s identity—such as name, Social Security
number, driver’s license number, and mother’s maiden name—because such information
generally may be used to establish new accounts, but not to refer to other “means of
identification,” as defined in 18 U.S.C. § 1028(7), including account information such as
credit or debit card numbers.
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to the banks, thrifts, and credit unions they supervise.’ In addition, the
Office of Management and Budget has issued guidance—developed by the
President’s Identity Theft Task Force—on responding to data breaches at
federal agencies.' Because a number of bills have been introduced in
Congress that would establish a national breach notification requirement,
you asked us to review the costs and benefits of such a requirement and
the link between data breaches and identity theft.” As agreed with your
offices, this report examines (1) what is known about the incidence and
circumstances of breaches of sensitive personal information; (2) what
information exists on the extent to which breaches of sensitive personal
information have resulted in identity theft; and (3) the potential benefits,
costs, and challenges associated with breach notification requirements.

This report focuses on breaches of sensitive personal data that can be
used to commit identity theft, and not on breaches of other sensitive data,
such as medical records or proprietary business information. To address
the first two objectives, we obtained and analyzed information on data
breaches that have been reported in the media and aggregated by three

3See Interagency Guidance on Response Programs for Unauthorized Access to Customer
Information and Customer Notice, 70 Fed. Reg. 15736 (Mar. 29, 2005). The five federal
banking regulatory agencies are the Office of the Comptroller of the Currency, the Office of
Thrift Supervision, the Board of Governors of the Federal Reserve System, the Federal
Deposit Insurance Corporation, and the National Credit Union Administration. The
National Credit Union Administration issued its guidance (which was substantially
identical) separately from the other four regulators (see Security Program and Appendix
B—Guidance on Response Programs for Unauthorized Access to Member Information and
Member Notice, 70 Fed. Reg. 22764 (May 2, 2005)).

“The President’s Identity Theft Task Force—chaired by the Attorney General and cochaired
by the Chairman of the Federal Trade Commission and comprising 17 federal agencies and
departments—was charged with developing a comprehensive national strategy to combat
identity theft. Exec. Order No. 13,402, Strengthening Federal Efforts to Protect Against
Identity Theft, 71 Fed. Reg. 27945 (May 10, 2006). The task force’s guidance was
distributed in a memorandum from the Office of Management and Budget to the heads of
federal agencies and departments. See Office of Management and Budget Memorandum for
the Heads of Departments and Agencies, Recommendations for Identity Theft Related
Data Breach Notification, Sept. 20, 2006. In May 2007, the Office of Management and
Budget issued a memorandum that updated the September 2006 guidance and, among other
things, required agencies to develop and implement breach notification policies within 120
days. See Office of Management and Budget Memorandum for the Heads of Executive
Departments and Agencies, Safequarding Against and Responding to the Breach of
Personally Identifiable Information, M-07-16 (May 22, 2007).

’See, for example, Data Security Act of 2007, H.R. 1685, 110th Cong. (2007); Notification of
Risk to Personal Data Act of 2007, S. 239, 110th Cong. (2007); Personal Data Privacy and
Security Act of 2007, S. 495, 110th Cong. (2007); Data Accountability and Trust Act, H.R.
958, 110th Cong. (2007); and Identity Theft Prevention Act, S. 1178, 110th Cong. (2007).
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private research and advocacy organizations, as well as information on
breaches collected by state agencies in New York and North Carolina,
federal banking regulators, and federal law enforcement agencies.’ We
also collected information on breaches experienced by federal agencies
compiled by the House Government Reform Committee in 2006 and by the
Department of Homeland Security (DHS).” In addition, we conducted a
literature search of relevant articles, reports, and studies. We also
conducted interviews with, and obtained documents from, representatives
of federal agencies, including the FTC, the Department of Justice, DHS,
and the federal banking regulatory agencies; selected state government
agencies and the National Association of Attorneys General; private and
nonprofit research organizations; and consumer protection and privacy
advocacy groups. Further, we obtained information from industry and
trade associations representing key sectors—including financial services,
retail sales, higher education, health care, and information services—that
have experienced data breaches. In addition, for the second objective, we
examined the 24 largest (in terms of number of records breached) data
breaches reported by the news media from January 2000 through June
2005 and tracked by private groups. For each of these breaches, we
reviewed media reports and other publicly available information, and
conducted interviews, where possible, with representatives of the entities
that experienced the breaches, in an attempt to identify any known
instances of identity theft that resulted from the breaches. We also
examined five breaches that involved federal agencies, which were
selected because they represented a variety of different circumstances.
For the third objective, we reviewed the federal banking regulatory
agencies’ proposed and final guidance related to breach notification, and
interviewed representatives of each agency regarding their consideration
of potential costs, benefits, and challenges during development of the
guidance. Further, we reviewed the strategic plan and other documents
issued by the President’s Identity Theft Task Force. In addition, we
conducted a review of the effects of California’s breach notification law,
which included interviewing and gathering information from California

The three private organizations are Attrition, Identity Theft Resource Center, and Privacy
Rights Clearinghouse. We reviewed data on breaches in New York and North Carolina
because they represent two large states that maintain centralized information on data
breaches.

"The House Government Reform Committee was renamed the House Oversight and
Government Reform Committee in the 110th Congress.
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Results in Brief

state officials and selected California companies, educational institutions,
and other entities subject to the law’s notification requirements.

We conducted our review from August 2006 through April 2007 in
accordance with generally accepted government auditing standards. A
more extensive discussion of our scope and methodology appears in
appendix I.

While comprehensive data do not exist, available evidence suggests that
breaches of sensitive personal information have occurred frequently and
under widely varying circumstances. For example, more than 570 data
breaches have been reported in the news media from January 2005
through December 2006, according to our analysis of lists maintained by
three private organizations that track such breaches. Further, a House
Government Reform Committee survey of federal agencies identified more
than 788 data breaches at 17 agencies from January 2003 through July
2006. Of the roughly 17,000 federally supervised banks, thrifts, and credit
unions, several hundred have reported data breaches to their federal
regulators over the past 2 years. In addition, officials in New York State—
which requires public and private entities to report data breaches to a
centralized source—reported receiving notice of 225 breaches from
December 7, 2005, through October 5, 2006. Data breaches have occurred
across a wide range of entities, including federal, state, and local
government agencies; retailers; financial institutions; colleges and
universities; and medical facilities. Some studies indicate that most
publicly reported breaches resulted from intentional actions, such as a
stolen laptop computer, rather than accidental occurrences, such as a lost
laptop computer, but this may be because breaches related to criminal
activity are perhaps more likely to be reported. Media-reported breaches
have varied significantly in size, ranging from 10 records to tens of millions
of records. Most of these breaches have compromised data that included
personally identifiable information, while others have involved only
account information such as credit card numbers.

The extent to which data breaches result in identity theft is not well
known, in large part because it can be difficult to determine the source of
the data used to commit identity theft. Although we identified several
cases where breaches reportedly have resulted in identity theft—that is,
account fraud or unauthorized creation of new accounts—available data
and interviews with researchers, law enforcement officials, and industry
representatives indicated that most breaches have not resulted in detected
incidents of identity theft. For example, our review of the 24 largest
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breaches that appeared in the news media from January 2000 through June
2005 found that 3 breaches appeared to have resulted in fraud on existing
accounts, and 1 breach appeared to have resulted in the unauthorized
creation of new accounts. For 18 of the breaches, no clear evidence had
been uncovered linking them to identity theft; and for the remaining 2, we
did not have sufficient information to make a determination. Determining
the link between data breaches and identity theft is challenging, primarily
because identity theft victims often do not know how their personal
information was obtained, and it may be up to a year or more before stolen
data are used to commit a crime. Some studies by private researchers have
found little linkage between data breaches and identity theft, although our
review found these studies had methodological limitations. Finally, the
circumstances of a breach can greatly affect the potential harm that can
result. For example, unauthorized creation of new accounts generally can
occur only when a breach includes personally identifiable information.
Further, breaches that are the result of intentional acts generally are
considered to pose more risk than accidental breaches, according to
federal officials.

Requiring consumer notification of data breaches may encourage better
data security practices and help deter or mitigate harm from identity theft,
but it also involves monetary costs and challenges such as determining an
appropriate notification standard. Representatives of federal banking
regulators, other government agencies, industry associations, and other
affected parties told us that breach notification requirements have
encouraged companies and other entities to improve their data security
practices to minimize legal liability or avoid public relations risks that may
result from a publicized breach of customer data. Further, notifying
affected consumers of a breach gives them the opportunity to mitigate
potential risk—for example, by reviewing their credit card statements and
credit reports, or placing a fraud alert on their credit files. Some privacy
advocates and others have noted that even when the risk of actual
financial harm is low, breach notification is still important because
individuals have a basic right to know how their personal information is
being handled and when it has been compromised. At the same time,
affected entities incur monetary costs to comply with notification
requirements. For example, 31 companies that responded to a 2006 survey
said they incurred an average of $1.4 million per breach, for costs such as
mailing notification letters, call center expenses, courtesy discounts or
services, and legal fees. In addition, organizations subject to notification
requirements told us they face several challenges, including the lack of
clarity in some state statutes about when a notification is required,
difficulty identifying and locating affected individuals, and difficulty
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Background

complying with varying state requirements. Notification standards—that
is, the circumstances surrounding a data breach that “trigger” the required
notification—vary among the states. Some parties, such as the National
Association of Attorneys General, have advocated that a breach
notification requirement should apply broadly in order to give consumers
a greater level of protection and because the risk of harm is not always
known. The guidance provided by federal banking regulators lays out a
more risk-based approach, aimed at ensuring that affected individuals
receive notices only when they are at risk of identity theft or other related
harm. Such an approach was also adopted by the President’s Identity Theft
Task Force, which recommended a risk-based standard for breach
notification applicable to both government agencies and private entities.
As we have noted in the past, care is needed in defining appropriate
criteria for incidents that merit notification. Should Congress choose to
enact a federal breach notification requirement, use of such a risk-based
standard could avoid undue burden on organizations and unnecessary and
counterproductive notifications of breaches that present little risk.

This report contains no recommendations. We provided a draft of this
report to FTC and provided selected portions of the draft to federal
banking regulatory agencies and relevant federal law enforcement
agencies. These agencies provided technical comments, which we have
incorporated in this report as appropriate.

Breaches of sensitive personal data in recent years at companies,
universities, government agencies, and other organizations have
heightened public awareness about data security and the risks of identity
theft, and have led to the introduction of breach notification requirements
in many state legislatures. As of April 2007, at least 36 states had enacted
some form of law requiring that affected individuals be notified in the
event of a data breach; California’s law, enacted in 2002, was the first such
state requirement.® States’ notification requirements vary, particularly with
regard to the applicable notification standard—the event or circumstance
that triggers a required notification. Requirements also vary in terms of the
data to which they apply—for example, some apply to paper documents as
well as electronic records.

¥Cal. Civ. Code § 1798.82.
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There is currently no federal statute that requires most companies and
other entities that experience a data breach to notify individuals whose
personal information was lost or stolen. However, the Gramm-Leach-Bliley
Act established requirements for federally supervised financial institutions
to safeguard customer information.’ To clarify these requirements, the
federal banking regulators issued interagency guidance in 2005 to the
banks, thrifts, and credit unions they supervise related to their handling of
data breaches. Under this guidance, these institutions are expected to
develop and implement a response program to address unauthorized
access to customer information maintained by the institution or its service
providers; and if they experience a breach, they are to notify their primary
federal regulator as soon as possible and—depending on the
circumstances of the incident—notify their affected customers. In
addition, in September 2006 the President’s Identity Theft Task Force
developed guidance for federal agencies on responding to breaches
involving agency data, including the factors to consider in determining
whether to notify affected individuals. The task force released a strategic
plan for combating identity theft in April 2007, which contained among its
recommendations a proposal for establishing a national breach
notification requirement."” Further, in December 2006, the Department of
Veterans Affairs Information Security Enhancement Act of 2006 became
law, which, among other things, requires VA to prescribe regulations
providing for the notification of data breaches occurring at the
department." A number of bills have been introduced in Congress that
would more broadly require companies and other entities to notify

’Pub. L. No. 106-102, tit. V, subtit. A, 113 Stat. 1338 (Nov. 12, 1999) (codified at 15 U.S.C. §
6801-6809).

President’s Identity Theft Task Force, Combating Identity Theft: A Strategic Plan
(Washington, D.C.: Apr. 11, 2007).

Upyb. L. No. 109461, tit. IX, 120 Stat. 3450 (Dec. 22, 2006), codified at 38 U.S.C. § 5721-
5728, 7901-7907.
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individuals when such breaches occur, and Congress has held several
hearings related to data breaches.”

Identity theft occurs when individuals’ identifying information is used
without authorization in an attempt to commit fraud or other crimes.”
There are two primary forms of identity theft. First, identity thieves can
use financial account identifiers, such as credit card or bank account
numbers, to take over an individual’s existing accounts to make
unauthorized charges or withdraw money. Second, thieves can use
identifying data, which can include such things as SSNs and driver’s
license numbers, to open new financial accounts and incur charges and
credit in an individual’s name, without that person’s knowledge. This
second form of identity theft is potentially the most damaging because,
among other things, it can take some time before a victim becomes aware
of the problem, and it can cause substantial harm to the victim’s credit
rating. While some identity theft victims can resolve their problems
quickly, others face substantial costs and inconvenience repairing damage
to their credit records. According to FTC, millions of Americans have their
identities stolen each year. Roughly 85 percent of these cases involve the
misuse of existing accounts and 35 percent involve new account creation
or other fraud. (Twenty percent of the total involve both.) Identity thieves
obtain sensitive personal information using a variety of methods. One
potential source is a breach at an organization that maintains large
amounts of sensitive personal information. However, identity theft can
also occur as a result of the loss or theft of data maintained by an
individual, such as a lost or stolen wallet or a thief digging through
household trash.

“For example, Identity Theft: Recent Developments Involving the Security of Sensitive
Consumer Information: Hearing Before the Senate Comm. on Banking, Housing, and
Urban Affairs, 109th Cong., 1st Sess. (2005); Securing Electronic Personal Data: Striking
a Balance Between Privacy and Commercial and Governmental Use: Hearing Before the
Senate Comm. on the Judiciary, 109th Cong., 1st Sess. (2005); Assessing Data Security:
Preventing Breaches and Protecting Sensitive Information: Hearing Before the House
Comm. on Financial Services, 109th Cong., 1st Sess. (2005); Securing Consumers’ Data:
Options Following Security Breaches: Hearing Before the Subcomm. on Commerce,
Trade, and Consumer Protection of the House Comm. on Energy and Commerce, 109th
Cong., 1st Sess. (2005).

YFor additional information on identity theft, see GAO, Identity Theft: Some Outreach
Efforts to Promote Awareness of New Consumer Rights Are Under Way, GAO-05-710
(Washington, D.C.: Jun. 30, 2005) and Identity Theft: Prevalence and Cost Appear to be
Growing, GAO-02-363 (Washington, D.C.: Mar. 1, 2002).
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Available Evidence
Indicates That Data
Breaches Occur
Frequently and Under
Varying
Circumstances

The Identity Theft and Assumption Deterrence Act of 1998 made identity
theft a federal crime and charged FTC with taking complaints from
identity theft victims; sharing these complaints with federal, state, and
local law enforcement agencies; and providing the victims with
informational materials to assist them." Because identity theft is typically
not a stand-alone crime but rather a component of one or more crimes
such as bank fraud, credit card fraud, and mail fraud, a number of federal
law enforcement agencies can have a role in investigating identity theft
crimes, including the Federal Bureau of Investigation (FBI), U.S. Postal
Inspection Service (USPIS), U.S. Secret Service (Secret Service), the
Office of the Inspector General of the Social Security Administration, and
Immigration and Customs Enforcement.

Available evidence from media reports, federal and state agencies, and
private institutions, collectively, suggests that data breaches occur with
some frequency. For example, our analysis of the lists of data breaches
compiled by three private research and advocacy organizations shows
more than 570 breaches reported by the news media from January 2005
through December 2006. Data breaches have occurred across a range of
entities, including federal, state, and local government agencies; retailers;
financial institutions; colleges and universities; and medical facilities.
Breaches have varied in size and have resulted from both criminal actions
and accidental incidents. Most of the breaches reported in the news media
have involved data that included personal identifiers such as SSNs, while
others have involved only account information such as credit card
numbers.

Several Sources Indicate
That Breaches of Sensitive
Personal Information Are
Frequent

No federal agency or other organization tracks all data breaches, and
definitions of what constitutes a data breach may vary. Although there are
no comprehensive data on the extent of data breaches nationwide,
government officials, trade association representatives, researchers, and
consumer and privacy advocates we interviewed agreed that breaches of
sensitive personal information occur frequently. For example,
representatives of a variety of organizations—including the Department of

“Pub. L. No. 105-318, 112 Stat. 3007 (Oct. 30, 1998). In addition to FTC, other federal
agencies maintain data on identity theft. For example, the Internet Crime Complaint
Center, a joint venture of the FBI and the National White Collar Crime Center, receives
Internet-related identity theft complaints, which it shares with law enforcement agencies
throughout the country.
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Media Reports

Justice, California’s Office of Privacy Protection, the Consumer Data
Industry Association (a trade group representing many information
resellers), and the Ponemon Institute (a private research organization)—
characterized data breaches in the United States as being “prevalent” or
“common.” Although we did not identify comprehensive data on the extent
of data breaches, available information from several sources does
corroborate the anecdotal evidence that such breaches occur frequently."”

Over the past few years, several hundred data breaches have been
reported each year by newspapers and other news media. Three private
organizations that focus on information privacy and security issues—
Privacy Rights Clearinghouse, Identity Theft Resource Center, and
Attrition—track data breaches reported in newspapers, magazines, and
other publicly available sources of news and information." Our analysis of
the three lists of data breaches maintained by these organizations
indicated that at least 572 breaches were reported in the news media from
January 2005 through December 2006."” These breaches were reported to

“Because the breaches cited in this section of the report derive from different sources,
there may be some overlap among the numbers cited by these sources.

16Pn’vacy Rights Clearinghouse is a nonprofit consumer education and advocacy project
whose purpose is to advocate for consumers’ privacy rights in public policy proceedings.
Identity Theft Resource Center is a nonprofit organization that provides consumer and
victim support and advises governmental agencies, legislators, and companies on the issue
of identity theft. Attrition is an information security-related Web site maintained by
volunteers.

""Representatives of these three organizations indicated that their definition of a data
breach was consistent with the definition used in this report. However, we did not
independently confirm whether the individual breaches reported by the media and tracked
by these groups met the criteria for this definition, and it is possible that some of them do
not. We reviewed these lists as they appeared as of February 15, 2007; additional breaches
that occurred during the 2-year period we reviewed may have been subsequently added as
they were discovered. Our analysis eliminated overlap among the three lists; the 572
breaches we cite represent unique breaches that appeared on at least one list.
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Federal Law Enforcement
Agencies

have affected more than 80 million records."” However, for several reasons,
these lists likely understate the true extent of data breaches in the United
States. First, organizations might not voluntarily disclose data breaches
that they experience. Second, some breaches that organizations do
disclose may not appear in the news media, particularly if the breach was
limited in scope. Finally, the three organizations compiling these lists may
not have identified all of the breaches reported in the news media—for
example, many breaches did not appear on all three lists, suggesting that
none represents an exhaustive list of all breaches that have appeared in
the news.

Officials at federal law enforcement agencies told us that each year they
conduct a significant number of criminal investigations that involve
alleged breaches of sensitive personal information. For example, officials
of the FBI's Cyber Division told us that presently it has more than 1,300
pending cases of computer or network intrusions where data breaches
resulted from unauthorized electronic access to computer systems, such
as hackings, at public and private organizations.” Officials at the Secret
Service, which investigates certain cases where financial information has
been lost or stolen, told us that in 2006, the service opened 327 cases
involving network intrusions or other breaches at retailers, banks, credit
card processors, telephone companies, educational institutions, and other
organizations. Officials noted that they have seen a steady increase in the
number of data breaches since 1986, when they began tracking computer
fraud violations. Investigators at USPIS, the division of the U.S. Postal

BThere were 83 million records collectively reported to have been affected by the 572
breaches. However, in some cases, the number of records affected was unknown or
unreported, and the total does not reflect those breaches. Also, the number of breached
records containing personal information may not be the same as the number of individuals
affected by breaches because some individuals may be victims of more than one breach or
may have multiple records compromised in a single breach. Finally, in addition to the 83
million records, as many as 40 million additional records may have been affected by a
single breach involving the credit card processor CardSystems, although the exact number
of affected records is unclear. In a complaint following the breach, FTC alleged that a
hacker obtained unauthorized access to magnetic stripe data for tens of millions of credit
and debit cards. However, according to testimony by a CardSystems official, only 263,000
of these records (containing 239,000 discrete account numbers) included sensitive personal
information.

19According to these officials, not all 1,300 pending computer intrusion cases necessarily
involved breaches that compromised sensitive personal information, although the vast
majority have. The term hacking is commonly used to refer to accessing a computer system
without authorization, with the intention of destroying, disrupting, or carrying out illegal
activities on the network or computer system.
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House Government Reform
Committee and DHS

Service that investigates mail fraud, external mail theft, fraudulent
changes of addresses, and other postal-related crimes, told us that the
agency does not specifically track the number of data breaches in the
private sector. However, despite limited data, investigators said their
impression is that such data breaches likely occur frequently.

To obtain information on the prevalence of data breaches at federal
agencies, in July 2006 the House Government Reform Committee asked
federal agencies to provide details about incidents involving the loss or
compromise of any sensitive personal information held by an agency or
contractor from January 1, 2003, through July 10, 2006. Our analysis of the
committee’s report found that 17 agencies reported that they experienced
at least one breach and, collectively, the agencies reported to the
committee more than 788 separate incidents.”

The Federal Information Security Management Act of 2002 requires all
federal agencies to report computer security incidents to a federal incident
response center.” The U.S. Computer Emergency Readiness Team—a
component of DHS that monitors computer security incidents at federal
agencies—serves as this response center. As such, data breaches at federal
agencies involving certain sensitive information must be reported to the

®Government Reform Committee, U.S. House of Representatives, Staff Report: Agency
Data Breaches Since January 1, 2003 (Washington, D.C.: Oct. 13, 2006). The federal
agencies covered in the report were the Departments of Agriculture, Commerce, Defense,
Education, Energy, Health and Human Services, Homeland Security, Housing and Urban
Development, Interior, Justice, Labor, State, Transportation, Treasury, and Veterans
Affairs, as well as the Office of Personnel Management and the Social Security
Administration. In addition to 788 incidents reported by 16 federal agencies, the Committee
received information on data breaches from the Department of Veterans Affairs, which the
report characterized only as “hundreds” of incidents.

'Pub. L. No. 107-347, tit. III, 116 Stat. 2946 (Dec. 17, 2002), codified at 44 U.S.C. § 3541-
3549; 40 U.S.C. § 11331.
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Federal Banking Regulators

team within 1 hour of discovery of the incident.” DHS staff told us that
they receive information about breaches at federal agencies on a daily
basis. In fiscal year 2006, the center tracked 477 incidents at 59 federal
agencies or at federal contractors with access to government-owned data,
according to information available as of January 29, 2007. In addition, a
March 2007 audit investigation found that at least 490 laptop computers
owned by the Internal Revenue Service and containing taxpayer
information had been lost or stolen since 2003.”

The 2005 guidance issued by the five federal banking regulators provided
that a depository institution should notify its primary federal regulator
when it becomes aware of an incident involving unauthorized access to or
use of sensitive customer information.” The guidance applies to breaches
that have occurred at the financial institutions themselves, as well as third-
party entities such as data processors that act as service providers and
maintain customer information.” The five regulators differ in their
methods and criteria for tracking breaches, but collectively they have
tracked several hundred breaches over the past few years at roughly

®0ffice of Management and Budget Memorandum for Chief Information Officers,
Reporting Incidents Involving Personally Identifiable Information and Incorporating the
Cost for Security in Agency Information Technology Investments, M-06-19 (July 12, 2006).
The U.S. Computer Emergency Readiness Team defines a computer security incident as “a
violation or imminent threat of violation of computer security policies, acceptable use
policies, or standard computer security practice” and the Office of Management and Budget
requires reporting if the incident includes personally identifiable information, which under
its definition refers to “any information about an individual maintained by an agency,
including, but not limited to, education, financial transactions, medical history, and
criminal or employment history and information which can be used to distinguish or trace
an individual’s identity, such as their name, Social Security number, date and place of birth,
mother’s maiden name, biometric records, etc., including any other personal information
which is linked or linkable to an individual.”

23Treatsury Inspector General for Tax Administration, The Internal Revenue Service Is Not
Adequately Protecting Taxpayer Data on Laptop Computers and Other Portable
Electronic Media Devices, Ref. No. 2007-20-048 (Washington, D.C.: Mar. 23, 2007).

70 Fed. Reg. 15736 (Mar. 29, 2005) and 70 Fed. Reg. 22764 (May 2, 2005).

»Only data breaches at the financial institutions and at third-party entities that are their
service providers and maintain their customer information are subject to the guidance; this
requirement is codified at 12 C.F.R. Pt. 30, App. B, Supp. A § II(A)(2); 12 C.F.R. Pt. 208, App.
D-2, Supp. A § II(A)(2); 12 C.F.R. Pt. 225, App. F, Supp. A § II(A)(2); 12 C.F.R. Pt. 364, App.
B, Supp. A § II(A)(2); 12 C.F.R. Pt. 570, App. B, Supp. A § II(A)(2); and 12 C.F.R. Pt. 748,
App. B § II(A)(2). However, data collected by the regulators may also include some
breaches that affected their institutions but were not covered by the guidance.
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State Agencies

17,000 institutions they supervise and at third-party entities.” For example,
the Federal Deposit Insurance Corporation (FDIC)—the primary federal
supervisor for more than 5,000 state-chartered banks that are not members
of the Federal Reserve System—received reports of 194 breaches at its
regulated institutions from May 2005 through December 2006, as well as
reports of 14 breaches at third-party companies that also affected these
institutions’ customers. Similarly, officials at the Office of Thrift
Supervision—which supervises more than 860 savings associations—told
us that from April 2005 through December 2006, 56 of its institutions
reported breaches at the institution itself and approximately 72 reported
breaches at third-party entities that maintained their customer
information.

Some states require entities experiencing data breaches to report them to
designated state agencies.” For example, the New York State Information
Security Breach and Notification Act requires entities that experience
security breaches to notify the state Attorney General’s Office, Consumer
Protection Board, and the state Office of Cyber Security and Critical
Infrastructure Coordination in cases when New York residents must be
notified.” Such data breaches include the unauthorized acquisition of
computerized data that compromises the security, confidentiality, or
integrity of unencrypted private information. Officials of the Office of New
York State Attorney General told us that from December 7, 2005, through
October 5, 2006, their office received notice of 225 breaches. Similarly, a
North Carolina law requires that breaches of personal information
(maintained in computerized, paper, or other media) affecting at least
1,000 persons be reported to the Consumer Protection Division of the state
Office of the Attorney General.” An official in that office told us that from
December 2005 through December 2006, it had received reports of 91
breach incidents.

26Regulaltors note that while they track breaches occurring at third-party service providers
involving customer information of regulated financial institutions, these breaches are
typically due to lapses in data security by the third-party entity and not the financial
institution itself.

“'We did not determine the precise number of states with centralized reporting
requirements. For illustrative purposes, we obtained information on data breaches from
New York and North Carolina because they are two large states known to require that data
breaches be reported to state agencies.

®N.Y. Gen. Bus. Law § 899-aa.
*N.C. Gen. Stat § 75-65.
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Other Sources

Information that we obtained from several other sources suggests that
breaches of sensitive personal information occur with some frequency
across a variety of sectors. For example,

« EDUCAUSE, a nonprofit association that addresses technology issues
in higher education, conducted a survey in 2005 on data security at
higher education institutions in the United States and Canada. Twenty-
six percent of the 490 institutions that responded said they had
experienced a security incident in the past year that resulted in the
compromise of confidential information.”

+ The American Hospital Association collected information, at our
request, in October 2006 from a nonrepresentative group of 46 large
hospitals on breaches of sensitive personal information (excluding
medical records) that they had experienced since January 2003.
Collectively, 13 of the 46 hospitals reported a total of 17 data breach
incidents.”

+ The Ponemon Institute, a private company that researches privacy and
security practices, conducted a survey of 51,433 U.S. adults and
received responses from 9,154 (a response rate of about 18 percent).
About 12 percent of the survey respondents said they recalled receiving
notification of a data security breach involving their personal
information.”

» The CMO Council, an organization serving marketing executives,
reported that 16 percent of consumers who responded to a Web-based
panel reported that a company had lost or compromised their personal,

PEDUCAUSE Center for Applied Research, Safequarding the Tower: IT Security in
Higher Education 2006, Volume 6, 2006.

*IThe association received information from 46 of the 78 hospitals it surveyed, a response
rate of 59 percent. As agreed in advance, to preserve confidentiality the association
provided us with a summary of their findings but did not identify the hospitals, and we did
not independently verify the data.

ZPonemon Institute, LLC, National Survey on Data Security Breach Notification (Sept.
26, 2005). The reliability of this study’s findings may be limited by a low survey response
rate.
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financial, or medical information. An additional 32 percent of
respondents said they were not sure.”

» Several other studies, while not focusing specifically on breaches of
sensitive personal information, have found more generally that
information security vulnerabilities are widespread among U.S. and
global companies.™

Information from multiple sources indicates that data breaches at
companies, government agencies, retailers, and other entities have
occurred frequently in recent years, involving millions of records of
sensitive personal information. We have reported in the past that no
federal law explicitly requires most companies and other entities to
safeguard all of the sensitive personal information they may hold. We also
have suggested that to ensure that sensitive personal information is
protected on a more consistent basis, Congress should consider expanding
requirements to safeguard such information.” The frequency of data
breaches identified in this report underscores the need for entities in the
public and private sectors to improve the security of sensitive personal
information and further corroborates that additional federal action may be
needed in this area.

Source, Cause, Size, and
Content of Breaches Have
Varied Widely

Type of Entity

According to government officials, researchers, and media reports, data
breaches have occurred among a wide variety of entities and as a result of
both intentional actions and accidental losses. These breaches also have
varied in size and in the types of data compromised.

Data breaches have been reported at a wide range of public and private
institutions, including federal, state, and local government agencies; public

BCMO Council, Securing the Trust of Your Brand: How Security and IT Integrity
Influence Corporate Reputation, September 2006. The reliability of this study’s findings
may be limited because they are based on a self-selected group of respondents to a Web-
based panel. Also, we were unable to determine a response rate because, according to a
CMO Council representative, the total number of survey respondents was not available.

HFor example, see Deloitte, 2006 Global Security Survey (2006); Small Business
Technology Institute, Small Business Information Security Readiness (San Jose,
California: July 2005); Ponemon Institute, LLC, U.S. Survey: Confidential Data at Risk
(Aug. 15, 2006); and Ponemon Institute, LLC, Benchmark Study of European and U.S.
Corporate Privacy Practices (Apr. 26, 2006).

®GAO, Personal Information: Key Federal Privacy Laws Do Not Require Information
Resellers to Safeguard All Sensitive Data, GAO-06-674 (Washington, D.C.: Jun. 26, 2006).
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Cause of Breach

and private colleges and universities; hospitals and other medical facilities;
retailers; banks and other financial institutions; information resellers; and
others. For example, in the weeks leading up to the highly publicized 2005
CardSystems breach, the media also had reported breaches at, among
other entities, a large hospital, a university, a global financial institution, a
federal regulatory agency, and a major technology company.

According to Attrition, of the breaches it tracked as reported in the news
media in 2005 and 2006, 33 percent of the breaches occurred at
educational institutions, 32 percent at financial services institutions, 25
percent at government agencies, and 10 percent at medical facilities,
although breaches reported in the news media may not be representative
of all breaches.” Similarly, the data security firm ID Analytics examined 70
data breaches that were reported by the news media from February
through September 2005. According to company officials, 46 percent of
these breaches occurred at educational institutions, 16 percent at financial
institutions, 14 percent at retailers, 11 percent at government agencies, 7
percent at medical facilities, and 6 percent at information resellers.”

Another way to analyze where data breaches have occurred is to look at
the number of records breached (as opposed to the number of breaches
themselves). Our analysis of the list maintained by Attrition found that 54
percent of breached records involved financial institutions, 34 percent
involved government agencies, 4 percent involved educational institutions,
and 3 percent involved medical facilities. ID Analytics’ report found that 57
percent of breached records involved financial institutions, 22 percent
involved retailers, 13 percent involved educational institutions, 4 percent
involved information resellers, 2 percent involved government agencies,
and 2 percent involved medical facilities.

According to government officials, researchers, and media reports, data
breaches of sensitive personal information have occurred as a result of
both intentional actions as well as negligence or accidental losses. In some
cases, individuals intentionally steal information for the purpose of

®For our analysis, we used the categories provided by Attrition for the industry sector
where the breach occurred. We did not independently verify the accuracy of these
categorizations.

D Analytics, Inc., National Data Breach Analysis (San Diego, California: January 2006).
The data we cite reflect a combination of data presented in the report and additional data
provided to us by ID Analytics.
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committing fraud or identity theft. Breaches involving intentional actions
have included:

e Hacking, or accessing computer systems without authorization. For
example, in 2007 the retailer TJX Companies reported unauthorized
intrusions into its computer systems that may have breached millions
of customers’ credit card and driver’s license information.

o Employee theft. For example, in 2006, a former employee of the
American Red Cross pled guilty to stealing personally identifiable
information from a blood donor database.

o Theft of physical equipment. In 2005, for instance, a laptop containing
the names and SSNs of more than 98,000 students, alumni, and others
was stolen from the University of California at Berkeley.

e Deception or misrepresentation to obtain unauthorized data. In 2005,
the information reseller ChoicePoint acknowledged that the personal
records it held on approximately 162,000 consumers had been
compromised by individuals who posed as legitimate subscribers to the
company’s information services.

Breaches involving negligence or accidental losses of data have included
the following:

o Loss of laptop computers or other hardware. For example, in 2006, the
Department of Labor reported that an employee lost a laptop
containing personal information on 1,137 individuals.

e Loss of data tapes. For example, in 2004, Bank of America lost backup
tapes containing personal information of 1.2 million government charge
card holders while the tapes were being transported to a data center.

o Unintentional exposure on the Internet. In 2006, according to media
reports, the U.S. Department of Education left unprotected on a Web
site the personally identifiable information, including SSNs, of up to
21,000 recipients of federal student loans.

o Improper disposal of data, such as leaving sensitive personal data on
unshredded documents in a publicly accessible dumpster.

We did not identify comprehensive data that reliably provide overall

statistics on the causes of known data breaches. However, our review of
the 24 largest data breaches reported in the news media (discussed in
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Number of Records Breached

Types of Data Breached

more detail later in this report) found that 12 breaches apparently involved
intentional acts by hackers or employees illegally accessing or using data,
5 involved stolen laptops or other computer equipment, 4 involved lost
computer backup tapes, 2 involved the use of deception to gain access to
data, and 1 involved the possible unauthorized disclosure of data. In
addition, some studies indicate that most breaches reported in the news
media resulted from intentional acts rather than accidental occurrences
such as a lost laptop computer. For example, in its study of 70 breaches,
ID Analytics determined that 48 involved thefts committed with the
apparent intention of accessing sensitive data. Eleven of the breaches
involved thefts where sensitive consumer information was apparently
stolen inadvertently as part of another crime (such as the theft of a laptop
computer for its resale value), and another 11 breaches involved
accidental loss (such as misplacement of a laptop computer). However,
these data may overrepresent the proportion of all breaches that involve
criminal activity, as such breaches are probably more likely than
accidental losses to be reported to authorities and by the news media.

Our analysis of the list maintained by Attrition of breaches reported by the
news media found the median number of records breached to be 8,650.
However, these data breaches varied considerably in size—ranging, for
example, from a breach involving 10 records at a law firm to a breach
involving as many as tens of millions of records at a credit card processing
company. The breaches involving federal agencies that were reported to
the House Government Reform Committee also varied in size—for
example, several affected fewer than five records, while a breach at VA
affected 26.5 million records.

Comprehensive information does not exist on the types of data involved in
all known data breaches. Among the list maintained by Attrition of
breaches reported by the news media in 2005 and 2006—which may not be
representative of all breaches—more than half involved SSNs and 11
percent involved credit card numbers (and 3 percent of the total involved
both). In the remaining breaches, other types of account or personal
information were involved, or the type of data breached was not reported.
Logically, there may be an association between the type of data
compromised and the type of entity experiencing the breach. For example,
several educational institutions have experienced breaches of SSNs, which
they may maintain as student identifiers, and several retail stores have
experienced breaches of credit card numbers, which they often maintain
on their customers.
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Consequences of Data
Breaches Are Not
Fully Known, but
Clear Evidence of
Identity Theft Has
Been Found in
Relatively Few
Breaches

Comprehensive information on the outcomes of data breaches is not
available. Several cases have been identified in which a data breach
appears to have resulted in identity theft, but available data and
information from law enforcement and industry association
representatives indicated that most breaches have not resulted in detected
incidents of identity theft. For example, of 24 very large breaches we
reviewed, 3 appeared to have resulted in fraud on existing accounts and 1
in the unauthorized creation of new accounts. Determining the link
between data breaches and identity theft is challenging because, among
other things, identity theft victims often do not know how their personal
information was obtained. However, the circumstances of a breach,
including the type of information compromised and how the breach
occurred, can greatly affect the potential risk of identity theft.

Federal Law Enforcement
Agencies and Industry
Associations Identified
Limited Instances of
Breaches Leading to
Identity Theft

In general, representatives of law enforcement agencies, industry and
trade associations, and consumer and privacy advocacy organizations told
us that no comprehensive data are available on the consequences of data
breaches. Several cases have been identified where there is evidence that a
data breach resulted in identity theft, including account fraud or
unauthorized creation of new accounts. At the same time, available data
and information from the officials we contacted indicated that most
breaches have not resulted in detected incidents of identity theft.

We asked representatives of the FBI, Secret Service, USPIS, and
Immigration and Customs Enforcement—a component of DHS that has
investigated cases where stolen identities were used to secure jobs—the
extent to which data breaches they investigated resulted in some form of
identity theft. Representatives of all of these agencies told us that their
investigations of data breaches do not typically allow them to fully
ascertain how stolen data are used. Similarly, they noted that
investigations of identity theft do not always reveal the source of the data
used to commit the crime.

However, the representatives were able to provide us with a limited
number of examples in which data breaches they investigated had
allegedly resulted in some form of identity theft. For example, in a 2006
investigation by USPIS, an employee of a credit card call center allegedly
compromised at least 35 customers’ accounts and used some of the
information to purchase approximately $65,000 in gift cards. The
representatives of federal law enforcement agencies noted that cases in
which data breaches have been linked to identity theft often have involved
instances of unauthorized access by employees. For example, an official at
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Immigration and Customs Enforcement stated that her agency, in
cooperation with other agencies, has investigated cases in which
government employees allegedly had improperly accessed and sold
sensitive personal information that was then used by illegal immigrants to
secure employment.

In addition, in 2005 FTC settled charges with BJ’s Wholesale Club in which
alleged security breaches resulted in several million dollars in fraudulent
purchases using customers’ credit and debit card data.” As discussed later
in this report, FTC has also taken enforcement actions related to data
breaches at several other companies, including ChoicePoint, CardSystems,
and DSW, in which it uncovered evidence that the breaches resulted in
identity theft.

Many of the law enforcement officials said that, based on their experience,
data breaches that result in harm have usually involved fraud on existing
accounts (such as credit card fraud) rather than the unauthorized creation
of new accounts. Secret Service representatives noted that using illicit
credit and debit card numbers and bank account information is much
easier and less labor intensive than using personally identifiable
information to fraudulently open new accounts. Officials at Secret Service,
FBI, and USPIS all said that identity theft involving the creation of new
accounts often results not from data breaches, but from other sources,
such as retrieving personal information by sifting through a family’s
household trash.

In examining a selection of five breaches that occurred from 2003 through
2005 that were reported as having involved five federal agencies—
Department of Justice, FDIC, Internal Revenue Service, National Park
Service, and the Navy—we found that the circumstances behind these
breaches varied widely. At least two of the breaches occurred at vendors
or contractors that held sensitive data on agency employees, rather than at
the agency itself. In addition, we found that a breach reported in the news
media as having involved the National Park Service actually involved a
not-for-profit organization that manages eParks, according to a
representative of that organization. Four of the five breaches reported as
having involved federal agencies were not believed to have resulted in
identity theft, according to officials of the entities involved. The breach at

®In the Matter of BJ’s Wholesale Club, Inc., F.T.C. No. 0423160 (2005). A consent
agreement does not constitute an admission of a violation of law.
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FDIC resulted in an estimated 27 cases of identity theft when data
inappropriately accessed by a former FDIC intern were used to take out
more than $425,000 in fraudulent loans in the names of FDIC employees,
according to agency officials.”

Industry and trade associations representing entities that maintain large
amounts of information—banks, retailers, colleges, information resellers,
and hospitals—told us that they had limited knowledge about the harm
caused by data breaches that occur in their industries. However, in some
cases, they provided information or anecdotal evidence on the extent to
which such breaches may have led to some form of identity theft. For
example, the 46 hospitals that the American Hospital Association surveyed
at our request reported that of 17 breaches that had occurred since 2003,
three had resulted in fraudulent activity on existing accounts and another
three resulted in other forms of identity theft, including one case where
the information was used to file false income tax refunds. The identity
theft in these cases involved small numbers of victims—usually just one.

Representatives of the American Council on Education and two other
higher education associations stated that while data breaches at colleges
and universities were not uncommon, they were aware of little to no
identity theft that had resulted from such breaches. Representatives of the
American Bankers Association, the National Retail Federation, and the
Consumer Data Industry Association told us they were unable to
determine how prevalent data breaches are among their institutions or
how often such breaches lead to consumer harm. Representatives at the
National Retail Federation noted that breaches at retailers may be more
likely to result in fraud on existing accounts than in new account creation,
since most retailers do not maintain the personally identifiable
information needed to steal someone’s identity.

39According to an FDIC representative, the agency took several steps to address the
possible misuse of employee information, including promptly notifying affected employees
and offering them 2 years of credit monitoring services.
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Of 24 Large Publicly
Reported Breaches, 4
Apparently Resulted in
Known Cases of Identity
Theft

Using lists of data breaches compiled by the Identity Theft Resource
Center, Privacy Rights Clearinghouse, and Congressional Research
Service, we identified the 24 largest breaches (measured by number of
records) that were reported in the news media from January 2000 through
June 2005.” To gather information on these incidents, we interviewed or
collected written responses from representatives of the entity
experiencing the breach and reviewed publicly available information, such
as media reports, news releases, testimonies, and court documents. In
some cases, when feasible, we also spoke with law enforcement
investigators. We identified those cases where this information collectively
indicated that the breach appeared to have resulted in some form of
identity theft. Ultimately, the determination of whether particular conduct
violated a law prohibiting identity theft would be a matter of law for the
courts.

Although these lists characterized each of these 24 incidents as data
breaches, the circumstances of the incidents varied. While 19 of the
incidents clearly met our definition of data breach (i.e. unauthorized or
unintentional exposure, disclosure, or loss of sensitive personal
information), four cases involved hackers who may or may not have
actually accessed sensitive information. In one other incident, a university
employee with access to sensitive personal data was indicted on unrelated
fraud charges. A university official told us he did not believe this incident
should necessarily be characterized as a data breach since there was no
evidence the employee actually misused university data.

The available evidence that we reviewed indicated that 18 of these 24
breaches were not known to have resulted in any identity theft. As shown
in table 1, three breaches were believed to have resulted in account fraud
and one resulted in the unauthorized creation of new accounts. In two

“'These three organizations periodically update their lists by adding breaches they learn
about that occurred in the past, including some that occurred between January 2000 and
June 2005. Our list of the 24 largest media-reported breaches was based on information
provided by these lists as of August 2006. We were not aware of the Attrition list at the time
we made our selection. See Congressional Research Service, Personal Data Security
Breaches: Context and Incident Summaries, Order Code RL33199 (Washington, D.C.: Dec.
16, 2005). Because our time frame covered only breaches that occurred on or before June
30, 2005, our list does not include highly publicized breaches that occurred subsequently,
such as those involving the Department of Veterans Affairs and the TJX Companies.
Several banks have reported fraudulent transactions on existing accounts resulting from
the TJX breach, according to a January 24, 2007, press release by the Massachusetts
Bankers Association.
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other cases, we were not able to gather sufficient information on whether
harm appeared to have resulted from the breach. Further, because of the
challenges in linking data breaches with identity theft, in some cases our
review may not have uncovered instances of harm potentially resulting
from these breaches. In some instances, investigators or company
representatives reported that they were able to determine with a high
degree of certainty—through forensic investigation or other means—that
unauthorized parties had not accessed the data. In other instances, these
representatives said that they were not aware of any account fraud that
resulted, but they acknowledged that there was no way to know for sure.
Moreover, determining potential harm may be particularly challenging
with very large breaches because the volume of records involved can
make it difficult to link individual victims to the breach.
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Table 1: Twenty-Four Large Publicly Reported Data Breaches and Evidence of
Resulting Identity Theft, January 2000 - June 2005

The fact that we did not identify evidence of identity theft from a breach does not
necessarily mean that no such harm has occurred or will occur in the future.

Available evidence

Year’ Type of organization Nature of breach of identity theft?®
2000 Retalil Hacking Account fraud
2000 Retalil Hacking None identified
2002 Healthcare Stolen computer equipment None identified
2003 Higher education Stolen computer equipment None identified
2004 Financial services Stolen computer equipment None identified
2004 Higher education Hacking None identified
2004 Higher education Hacking None identified
2004 Higher education Hacking None identified
2004 Financial services Lost data tapes None identified
2005 Financial services Hacking Account fraud
2005 State government Hacking None identified
2005 Information services Deception/Misrepresentation  Unauthorized new
accounts
2005 Higher education Hacking None identified
2005 Higher education Stolen computer equipment None identified
2005 Retail Hacking Account fraud
2005 Information services Deception/Misrepresentation  Unknown
2005 Healthcare Stolen computer equipment None identified
2005 Retail Hacking Unknown
2005 Financial services Lost data tapes None identified
2005 Financial services Employee crime None identified
2005 State government Hacking None identified
2005 Media Lost data tapes None identified
2005 Financial services Lost data tapes None identified
2005 Higher education Other* None identified
Source: GAO.

Note: To identify the 24 largest data breaches reported in the news media from January 2000 through
June 2005, GAO analyzed lists of such breaches maintained by Identity Theft Resource Center,
Privacy Rights Clearinghouse, and Congressional Research Service.

*Year breach occurred or was publicized.

Page 26

GAO-07-737 Data Breaches and Identity Theft



Case 8:18-cv-01606-WFJ-SPF Document 51 Filed 02/04/21 Page 60 of 79 PagelD 362
USCAL11 Case: 18-14959 Date Filed: 02/04/2021 Page: 31 of 50

*The presence or lack of evidence of identity theft resulting from a breach was based on our review of
news reports and other publicly available information, as well as interviews, as feasible, with
representatives of entities experiencing the breach and law enforcement officials investigating the
breach. The fact that we were unable to identify evidence at this time of identity theft resulting from a
breach does not mean that no such harm has occurred or that none will occur in the future. Further,
factual determinations of the existence and cause of identity theft in any particular case are matters
for the courts to decide.

‘In this case, a former university employee with access to sensitive personal information had been
indicted on bank fraud charges unrelated to the university. Some press reports characterized this as a
breach, but according to a representative of the university, there is no evidence that the employee
misused university data.

The one large breach we identified that apparently resulted in the
unauthorized creation of new accounts involved ChoicePoint, an
information reseller. In 2005, the company acknowledged that the personal
records it held on approximately 162,000 consumers had been
compromised by individuals who posed as legitimate subscribers to the
company’s information services. FTC reached a civil settlement in 2006
with the company that established a fund for consumer redress to
reimburse potential victims of identity theft, and the agency has worked
with law enforcement officials to identify such victims."

The three large breaches we identified that appeared to result in fraud on
existing accounts included the following:

e CardSystems, a credit card payment processor, reported a May 2005
breach in which a hacker accessed data such as names, card account
numbers, and expiration dates. The total number of compromised
accounts is unclear. FTC staff alleged in a 2006 civil complaint that the
breach had compromised data associated with tens of millions of credit
and debit cards, but a CardSystems official stated in congressional
testimony that only 239,000 accounts were compromised. Officials of
the Office of the Comptroller of the Currency—who surveyed the
national banks they supervise in order to determine the amount of
fraudulent charges that resulted from the breach—said that customers
of 110 banks were affected by this incident and losses of more than $13

“United States v. ChoicePoint, Inc., No. 1:06-cv-00198-JTC (N.D. Ga., Feb. 15, 2006). As
part of the settlement, ChoicePoint admitted no violations of the law. According to
ChoicePoint, the company has subsequently taken steps to enhance its customer screening
process and to assist affected consumers. FTC staff told us that law enforcement officials
have determined that as many as 2,900 people have experienced the fraudulent creation of
new accounts as a result of the breach. According to a ChoicePoint official, the criminal
indictments indicated that 46 people may have been defrauded, but the accused individuals
may not have used data acquired from ChoicePoint in all the crimes cited in the
indictments.
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million in fraudulent charges on customers’ cards were reported by 24
of these institutions.

« DSW, a shoe retailer, said in an April 2005 news release that it had
experienced a data breach in which a hacker accessed the names and
card numbers associated with 1.4 million credit and debit card
transactions at 108 of its stores, as well as checking account numbers
and driver’s license numbers from 96,000 check transactions.
According to a complaint filed by FTC in March of 2006, there allegedly
have been fraudulent transactions on some of these accounts.

¢ CD Universe, an Internet-based music store, reportedly experienced a
breach in December 1999 in which a hacker accessed as many as
300,000 names, addresses, and credit card numbers from the company
Web site, according to media reports and a company official. The
hacker allegedly used some of the stolen credit card numbers to obtain
money for himself.*

Challenges Exist in
Determining the Link
between Data Breaches
and Identity Theft

Determining the link between data breaches and identity theft is
challenging for several reasons. First, identity theft victims often do not
know how their personal information was obtained. According to FTC, in
approximately 65 percent of the identity theft complaints it received from
October 1, 2005, through August 31, 20006, the victim did not know or
report how the information was compromised. Second, victims may
misattribute how their data were obtained. For example, federal officials
and representatives of a private group that assists victims said that
consumers who are notified of a breach often assume that any perceived
mistakes on their credit card statements or credit report were a result of
the breach. As a result, no government agency maintains comprehensive
data on the underlying cause of identity theft. FTC told us that its Identity
Theft Data Clearinghouse is limited to self-reported complaints and
therefore does not contain statistically reliable information that would
allow the agency to determine a link between data breaches and identity
theft. Similarly, according to FBI, data maintained by the Internet Crime
Complaint Center does not include information sufficient to determine the
link between data breaches and identity theft.

“This breach occurred in December 1999 but was included in the 24 breaches we reviewed
because it was reported in the media in January 2000.
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Third, law enforcement officials told us that in some cases, stolen data
may be held for up to a year or more before being used to commit identity
theft. Further, once stolen data have been sold or posted on the Web,
fraudulent use of that information may continue for years. As a result,
studies that attempt to measure the harm resulting from data breaches
cannot necessarily rule out all future harm. Finally, conducting
comprehensive studies of data breaches and identity theft can be hindered
by issues of privacy and confidentiality. For example, companies that have
experienced breaches may be unable or unwilling to provide information
about affected individuals to researchers.

Some studies conducted by private researchers have sought to determine
the extent to which data breaches result in identity theft, but our review
found them to contain methodological limitations.” One research firm
conducted a study of four data breaches, analyzing credit and other
application data for suspicious relationships that indicated fraud."” The
study estimated that no more than 0.10 percent of individuals whose data
had been breached experienced resulting identity theft in the form of
unauthorized new account creation. However, because the study reviewed
only four data breaches, it cannot be considered representative of other
breaches. Moreover, two of these breaches did not involve personally
identifiable information and thus would not be expected to create a risk of
fraud involving new account creation.

Another private research firm surveyed approximately 9,000 individuals
about whether they had ever received a notification from an organization
about the loss or theft of their personal information.” Of the
approximately 12 percent of individuals who reported they had received
such a notification, 3 percent—or 33 people—said they believed they had
suffered identity theft as a result. However, these data are subject to
limitations; among other things, individuals are often unaware of whether
any fraud they have suffered was, in fact, due to a data breach. A third firm
projected in a study that 0.8 percent of consumers whose information a

*Although we found limitations in how these studies linked data breaches and identity
theft, we determined other aspects of these studies to be sufficiently reliable, and we refer
to them elsewhere in this report.

“ID Analytics, Inc., National Data Breach Analysis (2006).

“ponemon Institute, National Survey (2005). As noted earlier, this study may also be
limited by a low survey response rate.
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data breach compromised would experience fraud as a result.” However,
we question the reliability of this estimate, in part because of assumptions
made about the number of consumers affected by data breaches.

Type of Data
Compromised and Other
Factors Influence Potential
for Resulting Consumer
Harm

The type of data compromised in a breach can effectively determine the
potential harm that can result. For example, credit or debit card
information such as card numbers and expiration dates generally cannot
be used alone to open unauthorized new accounts. Some of the largest and
most highly publicized data breaches in recent years largely involved
credit or debit card data rather than personally identifiable information. As
a result, these breaches put affected consumers at risk of account fraud
but not necessarily at risk of fraud involving unauthorized creation of new
accounts—the type of identity theft generally considered to have a more
harmful direct effect on consumers. While credit and debit card fraud is a
significant problem—the FTC estimates it results in billions of dollars in
losses annually—existing laws limit consumer liability for such fraud and,
as a matter of policy, some credit and debit card issuers may voluntarily
cover all fraudulent charges.”” In contrast, the unauthorized creation of
new accounts—such as using someone else’s identity to open credit card
or bank accounts, originate home mortgages, file tax returns, or apply for
government benefits—can result in substantial financial costs and other
hardships.

In addition to the type of data compromised in a breach, several additional
factors can influence the extent to which a breach presents the risk of
identity theft. These include the following:

» Intent. Breaches that are the result of intentional acts—such as
hacking into a server to obtain sensitive data—generally are considered
to pose more risk than accidental breaches such as a lost laptop or the

“Javelin Strategy & Research, Data Breaches and Identity Fraud: Misunderstanding
Could Fail Consumers and Burden Businesses (Pleasanton, California, August 2006).

“"For unauthorized credit card charges, consumer liability is limited to a maximum of $50
per account, 15 U.S.C. § 1643. For unauthorized ATM or debit card transactions, the
Electronic Fund Transfer Act limits consumer liability, depending on how quickly the
consumer reports the loss or theft of the card. Pub. L. No. 90-321, tit. IX, as added Pub. L.
No. 95-630, tit. XX, § 2001, 92 Stat. 3728 (Nov. 10, 1978); 15 U.S.C. § 1693g. Consumers may
incur additional costs if they inadvertently pay charges they did not incur. In addition,
account fraud can cause inconvenience or temporary hardship—such as losing temporary
access to account funds or requiring the cancellation and reactivation of cards and the
redirecting of automatic payments and deposits.
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Breach Notification
Requirements Can
Serve to Encourage
Better Data Security
Practices and Alert
Consumers, but They
Also Present Costs
and Challenges

unintentional exposure of sensitive data on the Internet, according to
federal agency officials. However, in some cases, such as the theft of a
laptop containing personal information, it may be unknown whether
the laptop was stolen for the hardware, the personal data, or both.

Encryption. Encryption—encoding data so that it can only be read by
authorized individuals—can in some cases prevent unauthorized
access. However, some forms of encryption are more effective than
others, and encryption does not necessarily preclude fraudulent use of
data—for example, if the key used to unencrypt the data is also
compromised.

Hardware requirements. Data that only can be accessed using
specialized equipment and software may be less likely to be misused in
the case of a breach. For example, some entities that have lost data
tapes have stated that criminals would require specific data reading
equipment and expertise in how to use it to access the information.

Number of records. Larger breaches may pose a greater overall risk
that at least one individual would become a victim of identity theft. At
the same time, given the resources needed to commit identity theft,
breaches of very large numbers of records may pose less risk to any
one individual whose data were compromised.

Breach notification requirements have several potential benefits, including

creating incentives for entities to improve their data security practices
(and thus prevent potential breaches from occurring), allowing affected
consumers to take measures to prevent or mitigate identity theft, and
serving to respect individuals’ basic right to know when their personal
information is compromised. At the same time, breach notification

requirements present costs, both for developing compliance strategies and
for actual notifications in the event of a breach. Further, there is the risk of
overnotification, or inundating consumers with frequent notifications of
breaches that may present little or no risk of identity theft or other harm.
Thus, policymakers face the challenge of setting a notification standard
that allows individuals to take steps to protect themselves where the risk

of harm exists, while ensuring they are only notified in cases where the
level of risk warrants such action.
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Notification Requirements
May Create Incentives for
Improved Data Security
and Allow Consumers the
Opportunity to Mitigate
Risks

According to our review of studies and interviews with representatives in
government, academia, and private industry, breach notification
requirements have several potential benefits, as follows:

o Incentives for Improved Data Security. Breach notification
requirements can provide an incentive for companies and other entities
to increase their data security measures to avoid the possible financial
and reputational risks that can be associated with a publicly reported
data breach.” Representatives we contacted in the private, nonprofit,
and government sectors told us that they believe that existing breach
notification requirements in state laws, or the breach notification
provisions in federal banking regulatory guidance, have provided
entities with incentives to improve data security practices. For
example, some representatives of companies and other organizations
noted that passage of state notification laws led to companies
reexamining data security procedures and making improvements, such
as encrypting sensitive data and restricting consumer data that can be
accessed online. Similarly, federal banking regulators told us that they
believe their notification guidance has motivated regulated institutions
to enhance data security. For example, according to officials at the
Office of Thrift Supervision, its institutions have taken steps such as
improving electronic firewalls and implementing formal incident
response reporting systems.

o Prevention of Identity Theft. Breach notification can provide
consumers with the opportunity to take steps to protect themselves
from possible identity theft. For example, consumers whose account
information has been breached can monitor their bank or credit card
statements for suspicious activity or close the affected accounts.
Consumers whose personally identifiable information, such as SSN, has
been breached can review their credit reports for suspicious activity or
may choose to purchase a credit monitoring product that alerts them to
changes that could indicate identity theft. In addition, affected
consumers can place a fraud alert on their credit reports, which
requires businesses to take certain identity verification steps before

*Such costs can be significant. For example, according to a 2006 survey, 31 companies that
responded to the survey incurred an average of $98 per record, or $2.6 million per
company, in costs associated with the loss of existing customers, recruitment of new
customers, and damage to the reputation of their brand name. Ponemon Institute, LLC,
2006 Annual Study: Cost of a Data Breach, 2006. Due to sampling limitations, these
findings are not necessarily representative of the costs incurred by all companies that
experience breaches.
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issuing credit.” In some states, consumers can implement credit
freezes, which block unauthorized third parties from obtaining the
consumer’s credit report or score.” Limited information exists on the
steps individuals actually take when notified of a breach. In the 2005
Ponemon Institute survey of individuals that received notification
letters, 50 percent said they did nothing, while the rest indicated they
took actions such as monitoring their credit reports, canceling credit or
debit cards, or closing bank accounts.”™

e Respecting Consumers’ Right to Know. Some consumer advocates and
others have argued that consumers have a right to know how their
information is being handled. According to this view, basic rights of
privacy dictate that consumers should be informed when their personal
information has been compromised, even if the risk of harm is minimal.
The principle that individuals should have ready means of learning
about the use of their personal information is embedded in the Fair
Information Practices, a set of internationally recognized privacy
protection principles.”

o Improving Public Awareness. Public reporting of data breaches may
raise general awareness among consumers about the risks of identity
theft and ways they can mitigate these risks, such as periodically
reviewing their credit reports. In addition, publicity surrounding a data
breach resulting from notification can serve to deter the use of stolen
information because presumably the thief knows that the breach is
likely being investigated and the stolen data are being carefully
monitored.

“See 15 U.S.C. § 1681c-1.

50Congressiona‘l Research Service, Identity Theft Laws: State Penalties and Remedies and
Pending Federal Bills (Washington, D.C.: Jan. 11, 2007).

*'Ponemon Institute, National Survey (2005). As noted earlier, this study may be limited by
a low survey response rate.

The Fair Information Practices were first proposed in 1973 by a U.S. government advisory
committee. A revised version was developed in 1980 by the Organization for Economic
Cooperation and Development, a group of 30 member countries that are market
democracies. For more information, see GAO, Personal Information: Agency and Reseller
Adherence to Key Privacy Principles, GAO-06-421 (Washington, D.C.: Apr. 4, 2006).
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Breach Notification
Requirements Present a
Variety of Potential Costs

According to company representatives, researchers, regulators, and
others, there are several different types of costs that may be associated
with breach notification requirements. To begin with, entities subject to
breach notification requirements may incur certain costs, regardless of
whether they actually suffer a breach, or—if they do—regardless of
whether they have to notify consumers. For example, entities may incur
costs for developing and formalizing incident response plans.

There are also the costs associated with actual notifications—potentially
including printing, postage, legal, investigative, and public relations
expenses.” Although comprehensive data on these costs do not exist, a
2006 Ponemon Institute survey of companies experiencing a data breach
found that 31 companies that responded incurred an average of $1.4
million per breach, or $54 per record breached, for costs related to mailing
notification letters, call center expenses, courtesy discounts or services,
and legal fees.” Similarly, a study by Gartner Research found that
ChoicePoint spent $79 per affected account following its 2005 breach for
professional fees, legal expenses, and communications to affected
customers.” A representative of the San Jose Medical Group told us it
spent $100,000 to send notification letters to 187,000 patients following a
data breach that occurred in 2005. Entities also may incur costs related to
staffing call centers to field inquiries from consumers about the breach.
For example, representatives of the University of California at Berkeley
told us that following a 2005 breach of 98,000 records, the university spent
$75,000 in staffing, telecommunications, and other call center costs.

Finally, banks whose customers’ account information is breached also
may incur costs for remedial steps such as canceling existing accounts or
replacing affected customers’ credit or debit cards—although such steps
may not be required by the applicable breach notification requirements.

*The distinction between the costs associated with a notification requirement versus a
breach itself can be ambiguous. For example, the cost of postage can clearly be attributed
to notification, whereas legal costs can be attributed to notification, the breach itself, or
both, depending on the circumstances.

*Ponemon Institute, Annual Study (2006). As noted earlier, due to sampling limitations,
these findings are not necessarily representative of the costs incurred by all companies that
experience breaches.

®Gartner Research, Data Protection Is Less Costly Than Data Breaches (Stamford,
Connecticut: September 16, 2005). The report, issued in 2005, based its findings on the
breach having affected 145,000 records, but company officials later reported that 162,000
records were affected.
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Entities experiencing a breach also often provide affected individuals with
free credit monitoring services. For example, a representative of a large
financial management company noted that offering free credit monitoring
services after a breach has become standard industry practice, and costs,
on average, between $20 and $40 per customer.

Challenges Exist in
Complying with and
Developing Breach
Notification Requirements

Complying with Notification
Requirements

Officials of companies and other entities we interviewed identified
challenges such as interpreting ambiguous statutory language, identifying
and locating affected consumers, and developing effective notification
letters. In addition, policymakers face challenges in developing breach
notification requirements, particularly in setting the appropriate standard
to establish the circumstances under which consumers should be notified.

Companies and other entities we interviewed said they can face a number
of challenges related to complying with the breach notification
requirements in state laws or federal banking guidance. These include the
following:

o Interpreting ambiguous provisions. Entities subject to breach
notification requirements sometimes face challenges interpreting
certain terms or provisions of notification laws. For example, an
information security expert told us that some laws do not adequately
define encryption, which could refer to anything from simple password
protection to complex coding. Similarly, federal banking regulators
acknowledged that their institutions sometimes face difficulty
determining whether misuse of breached information is “reasonably
possible,” such as when little information exists about the location of
the data, the intent of a criminal who stole data, or the effectiveness of
security features designed to render data inaccessible.

e Addressing who is responsible. Notification requirements do not
always fully address who should bear the cost of and responsibility for
notification, particularly in cases where a third party is responsible for
the breach. For example, representatives of some federal banking
regulators and industry associations cited particular challenges
associated with breaches of credit and debit card information by
retailers. Banks that issue credit and debit cards compromised by a
merchant that is not the bank’s service provider are generally not
required by the banking regulators’ guidance to notify their customers,
but nevertheless in some cases, they feel obliged to do so. Bank
representatives with whom we spoke expressed concern that breaches
of credit card information by third parties can adversely affect a bank’s
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reputation and result in costs related to notifying customers and
reissuing cards.

Identifying affected consumers. Some entities we interviewed said
that it can be difficult to identify which consumers may have been
affected by a breach and obtain their contact information. For example,
one representative at a state agency involved in a breach told us
officials were unsure what data had been downloaded among records
that may have been accessed on 600,000 people. Obtaining accurate
and current mailing addresses for affected parties also can be difficult
and costly, many entities told us. This can be a particular problem for
entities, such as merchants, that have breached credit card numbers
but do not themselves possess the mailing addresses associated with
those numbers.

Developing clear and effective notification letters. We have noted in
the past that public notices should be useful and easy to understand if
they are to be effective.”® However, the 2005 study conducted by the
Ponemon Institute found that 52 percent of survey respondents who
received a notification letter said the letter was not easy to
understand.”” In addition, consumers might be confused by other mail
solicitations that may resemble notification letters. For example,
officials at one large national bank noted that marketing solicitations
for credit monitoring services often are made to resemble breach
notification letters, potentially desensitizing or confusing consumers
when a true notification letter arrives.

Complying with multiple state laws. Officials of companies with
customers in multiple states and their trade associations noted that
they face the challenge of complying with breach notification
requirements that vary among the states, including who must be
notified, the level of risk that triggers a notice, the nature of the
notification, and exceptions to the requirement. Officials of companies
we contacted noted that it is challenging to comply with these multiple
requirements since most breaches involve customers in many states.

*See GAO-06-833T, Privacy: Preventing and Responding to Improper Disclosures of
Personal Information (Washington, D.C.: Jun. 8, 2006), pp. 15-18, which discusses specific
elements that should be incorporated in a breach notification.

"Ponemon Institute, National Survey (2005). As noted earlier, this study may be limited by
alow survey response rate.
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Setting an Appropriate
Notification Standard

Existing state laws vary in terms of the notification standard—that is, the
event or circumstance that triggers a required notification. For example,

California has an expansive standard that requires notification in nearly all
cases where unencrypted sensitive personal data “is reasonably believed
to have been acquired by an unauthorized individual.” Other states employ
arisk-based approach that incorporates into the standard the extent to
which the data are likely to be misused. The standards vary in terms of
what is required in cases where the risk of harm is unknown. For example,
Vermont requires notification unless an entity can demonstrate that
misuse of the breached data “is not reasonably possible.” In contrast,
North Carolina requires notification only when it has been determined that
the breach has resulted, or is reasonably likely to result, in illegal use of
the data or creates a material risk of harm to a consumer. As shown in
figure 1, whether or not a breach is subject to notification can depend on
the specific notification standard.

Figure 1: Application of Notification Standards under Different Breach Scenarios

Broader standard
(more incidents
result in
notification)

Narrower standard
(fewer incidents
result in
notification)

Hacker accesses a
company database

Laptop stolen but recovered
and data not misused or copied

Data on computer screen viewed
by unauthorized passerby
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e s . computer
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personal information is...
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infor ior

...lost, stolen, or viewed by an
unauthorized person

...obtained by an
unauthorized person

...obtained by an
unauthorized person and
misuse is reasonably possible

Source: GAO (analysis); Art Explosion (images).

Note: Figure presents hypothetical scenarios and notification standards and is shown for illustrative

purposes only.
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Because of the difficulty of complying with multiple state requirements,
many companies and industry representatives have argued for a consistent
federal standard for breach notification that would preempt state
notification laws. However, the National Association of Attorneys General,
as well as some consumer and privacy groups, have expressed concern
that a federal breach notification law could weaken consumer protections
if it were to preempt stronger state laws. These groups have advocated a
strong notification standard because, they say, the link between breaches
and identity theft is not always clear and entities are not well equipped to
assess the risk of harm resulting from a given breach. As a result, too
narrow a notification standard may prevent consumers from taking action
in cases that do in fact present some risk. Also, as noted earlier, some
privacy groups and others believe that consumers have basic rights to be
notified when their personal information has been breached, no matter
what the circumstances. Moreover, they say that fears of
“overnotification”—where consumers are inundated by frequent
notifications—are unfounded, given that they are aware of no evidence of
this occurring in states that currently have strict notification requirements.

By contrast, some representatives of the federal banking regulatory
agencies, FTC, private companies, and other experts have expressed
concern about overly expansive breach notification standards. They say
that such standards may require businesses to notify consumers about
minor and insignificant breaches. This in turn could eventually lead to
overnotification and cause consumers to spend time and money taking
proactive steps that are not necessary or, alternatively, to ignore notices
when action is warranted. In addition, businesses and federal banking
regulators have expressed concern about the financial burden that
overnotification could cause. Overly broad notification standards could
also have the effect of limiting entities’ reputational incentives for
improving data security, if nearly all entities regularly issue notifications
as a result of minor breaches. Representatives of the federal banking
regulatory agencies have noted that they sought to strike an appropriate
balance with their notification standard. Their guidance provides that,
when a financial institution becomes aware of an incident of unauthorized
access to sensitive customer information, the institution should conduct a
reasonable investigation to promptly determine the likelihood that the
information has been or will be misused.” If the institution determines that

%12 C.F.R. Pt. 30, App. B, Supp. A § III(A); 12 C.F.R. Pt. 208, App. D-2, Supp. A § III(A); 12
C.F.R. Pt. 225, App. F, Supp. A § III(A); 12 C.F.R. Pt. 364, App. B, Supp. A § III(A); 12 C.F.R.
Pt. 570, App. B, Supp. A § III(A); and 12 C.F.R. Pt. 748, App. B § ITI(A).
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misuse of the information has occurred or is reasonably possible, it should
notify affected customers as soon as possible. The guidance is intended to
provide notice to customers only when there is a reasonable expectation
of misuse.”

Similarly, the guidance for federal agencies developed by the President’s
Identity Theft Task Force recommended that if an agency experiences a
breach, it should analyze the risk of identity theft and tailor its response—
which may include notifying individuals—to the nature and scope of the
risk presented. The guidance noted that such a risk assessment can
minimize the potentially significant costs of notification where little risk
exists. The task force’s April 2007 strategic plan recommended the
development of a national standard requiring all entities that maintain
sensitive consumer information, in both the public and private sectors, to
provide notice to consumers and law enforcement in the event of a breach.
As with its guidance to federal agencies, the task force recommended that
the standard be risk based to provide notice when consumers face a
significant risk of identity theft but to avoid excessive notification.

As we have noted in the past, care is needed in defining appropriate
criteria for data breaches that merit notification.” The frequency of data
breaches identified in this report suggests that a national breach
notification requirement may be beneficial, in large part because of its role
in further encouraging entities to improve their data security practices.
However, because breaches vary in the risk they present, and because
most breaches have not resulted in detected incidents of identity theft, a
notification that is risk based appears appropriate. Should Congress
choose to enact a federal breach notification requirement, use of the risk-
based approaches that the federal banking regulators and the President’s

“The guidance states that institutions should notify their primary federal regulator as soon
as possible when the institution becomes aware of an incident involving unauthorized
access to or use of sensitive customer information, even for incidents that may not warrant
customer notification. Banking regulators told us they review institutions’ response
programs as part of their supervisory procedures and, in many cases, work with
institutions as they respond to specific incidents to ensure their actions are in accordance
with the guidance. See 12 C.F.R. Pt. 30, App. B, Supp. A § II(A)(1)(b); 12 C.F.R. Pt. 208, App.
D-2, Supp. A § II(A)(1)(b); 12 C.F.R. Pt. 225, App. F, Supp. A § II(A)(1)(b); 12 C.F.R. Pt. 364,
App. B, Supp. A § II(A)(1)(b); 12 C.F.R. Pt. 570, App. B, Supp. A § II(A)(1)(b); and 12 C.F.R.
Pt. 748, App. B § II(A)(1)(b).

GOGAO, Personal Information: Key Federal Privacy Laws Do Not Require Information

Resellers to Safeguard All Sensitive Data, GAO-06-674 (Washington, D.C.: Jun. 26, 2006)
and GAO-06-833T.
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Agency Comments

Identity Theft Task Force advocate could avoid undue burden on
organizations and unnecessary and counterproductive notifications to
consumers.

We provided a draft of this report to FTC, which provided technical
comments that were incorporated in this report as appropriate. In
addition, we provided selected portions of the draft to the Board of
Governors of the Federal Reserve System, the Department of Justice, DHS,
FDIC, the National Credit Union Administration, the Office of the
Comptroller of the Currency, the Office of Thrift Supervision, the Social
Security Administration, and USPIS, and also incorporated their technical
comments as appropriate.

As agreed with your offices, unless you publicly announce the contents of
this report earlier, we plan no further distribution of it until 30 days from
the date of this letter. We will then send copies of this report to the
Chairman, House Committee on Financial Services; the Chairman and
Ranking Member, Senate Committee on Banking, Housing, and Urban
Affairs; the Chairman and Ranking Member, Senate Committee on the
Judiciary; the Chairman and Ranking Member, House Committee on the
Judiciary; the Chairman and Vice Chairman, Senate Committee on
Commerce, Science, and Transportation; and the Chairman and Ranking
Member, House Committee on Energy and Commerce. We will also send
copies to the Chairman of the Board of Governors of the Federal Reserve
System, the Attorney General, the Secretary of the Department of
Homeland Security, the Chairman of the Federal Deposit Insurance
Corporation, the Chairman of the Federal Trade Commission, the
Chairman of the National Credit Union Administration, the Comptroller of
the Currency, the Director of the Office of Thrift Supervision, the
Commissioner of the Social Security Administration, and the Postmaster
General and Chief Executive Officer of the U.S. Postal Service. We will
also make copies available to others upon request. In addition, the report
will be available at no charge on GAO’s Web site at http://www.gao.gov.
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If you or your staff have any questions about this report, please contact me
at (202) 512-8678 or woodd@gao.gov. Contact points for our Offices of
Congressional Relations and Public Affairs may be found on the last page
of this report. GAO staff who made key contributions to this report are

listed in appendix II.
Dowid J \Word
David G. Wood

Director, Financial Markets and
Community Investment
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Appendix I: Scope and Methodology

Our report objectives were to examine (1) what is known about the
incidence and circumstances of breaches of sensitive personal
information; (2) what information exists on the extent to which breaches
of sensitive personal information have resulted in identity theft; and (3)
the potential benefits, costs, and challenges associated with breach
notification requirements. We use the term “data breach” to refer to the
unauthorized or unintentional exposure, disclosure, or loss of sensitive
personal information by a company, government agency, university, or
other public or private entity. Our scope was limited to breaches involving
personal data, including financial data, that could be used to commit
identity theft or other related harm, and we excluded breaches involving
other types of sensitive data, such as medical records or proprietary
business information. For the purposes of this report, the term “identity
theft” is used broadly to refer to both fraud on existing accounts and the
unauthorized creation of new accounts.

To address all three objectives, we conducted a literature search of
relevant articles, reports, and studies. We also collected and analyzed
documents from, and interviewed, officials of government agencies that
investigate and track data breaches, including the Federal Trade
Commission, the Department of Homeland Security, the Department of
Justice, the U.S. Postal Inspection Service, and the Social Security
Administration. We also interviewed staff at the five federal banking
regulators—the Board of Governors of the Federal Reserve System, the
Federal Deposit Insurance Corporation, the Office of the Comptroller of
the Currency, the Office of Thrift Supervision, and the National Credit
Union Administration. In addition, we spoke with representatives of the
National Association of Attorneys General and organizations that address
consumer protection and privacy issues, including Consumers Union,
Electronic Privacy Information Center, Privacy Rights Clearinghouse,
Attrition, and the Identity Theft Resource Center. We also spoke with
three academic researchers who study issues related to data breaches and
notification and an attorney who helps companies address data privacy
and security issues. In addition, we reviewed studies on data breaches
conducted by private and nonprofit research organizations, including the
Ponemon Institute, ID Analytics, and Javelin Strategy and Research. We
interviewed the studies’ authors and took other steps to ensure that the
data and methodologies were sufficiently reliable for our purposes. We
also spoke with representatives of the California Office of Privacy
Protection and its advisory group and reviewed the office’s recommended
practices for notification.
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Appendix I: Scope and Methodology

To address the first objective on the incidence and circumstances of data
breaches, we reviewed lists of news media-reported data breaches that are
compiled and maintained by three private research and advocacy
organizations—Privacy Rights Clearinghouse, Attrition, and the Identity
Theft Resource Center. We analyzed the three independent lists to create a
single, nonduplicative list of data breaches that had been reported in the
news media from January 2005 through December 2006. We took
measures to ensure the lists were of sufficient quality for our purposes,
including spot checking selected data and interviewing representatives of
the three organizations on their methodologies. The Privacy Rights
Clearinghouse, Attrition, and Identity Theft Resource Center lists
contained 436, 453, and 462 breaches, respectively, for the time period we
analyzed. Of the 572 breaches they collectively compiled, 59 percent
appeared on all three lists, 19 percent appeared on two, and 22 percent
appeared on one. Our analysis was based on the lists as they stood on
February 15, 2007; these data may have changed because the lists are
occasionally updated when the compilers learn of new breaches that may
have occurred in the past.

We also collected available data from federal law enforcement agencies on
the breaches they have investigated in recent years. In addition, the five
federal banking regulators provided, at our request, data on the breaches
of which they have been notified by the institutions they supervise. These
data varied in usefulness and comprehensiveness because of the
regulators’ differing methods of counting and tracking breaches and
maintaining data on them. We also gathered data from two states, New
York and North Carolina, which were selected because they were two
large states that maintain centralized information on breaches. Further, we
obtained available data from industry and trade associations representing
key sectors—such as financial services, retail sales, higher education,
hospitals, and information services—that have experienced data breaches.
We also collected information on breaches experienced by federal
agencies compiled by the House Government Reform Committee and the
U.S. Computer Emergency Readiness Team, a component of the
Department of Homeland Security.

To address the second objective, we selected for more detailed
examination the 24 largest (in terms of number of records breached) data
breaches reported in the news media from January 2000 through June
2005. We selected these breaches in August 2006 using the lists maintained
by Privacy Rights Clearinghouse and Identity Theft Resource Center, as
well as a similar compilation of breaches collected by the Congressional
Research Service. We were not aware of the Attrition list at the time we
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made our selection. For each of these breaches, we reviewed news reports
as well as publicly available documents such as testimonies and criminal
indictments. We also conducted interviews, where possible, with
representatives of the entities that experienced the breach and law
enforcement agencies that investigated the breach. We identified those
cases where this information collectively indicated that the breach
appeared to have resulted in some form of identity theft. Ultimately, the
determination of whether particular conduct violated a law prohibiting
identity theft would be a matter of law for the courts. We did not directly
contact individuals whose data had been affected by the breaches because
of privacy concerns and because we did not have a systematic means of
identifying them. We also reviewed five breaches that reportedly involved
federal agencies—the Navy; the Internal Revenue Service; the Federal
Deposit Insurance Corporation; the National Park Service; and the
Department of Justice. These were selected to represent breaches that
included different causes, types of data, and involvement by third-party
vendors.

To examine the potential benefits, costs, and challenges associated with
breach notification requirements, we reviewed the federal banking
regulators’ proposed and final guidance related to breach notification, and
interviewed representatives of each agency regarding their consideration
of potential costs, benefits, and challenges during development of the
guidance. Further, we reviewed the strategic plan and other documents
issued by the President’s Identity Theft Task Force. In addition, we
conducted a review of the effects of California’s breach notification law.
We interviewed representatives of, and gathered information from, seven
organizations to learn about their experiences complying with California’s
breach notification law. These organizations were selected to represent a
range of organization sizes and industry sectors. We also interviewed
representatives of the California State Information Security Office,
California State Assembly, California Office of Privacy Protection, and
California Bankers Association.

We conducted our review from August 2006 through April 2007 in
accordance with generally accepted government auditing standards.
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GAQO’s Mission The Government Accountability Office, the audit, evaluation and
investigative arm of Congress, exists to support Congress in meeting its
constitutional responsibilities and to help improve the performance and
accountability of the federal government for the American people. GAO
examines the use of public funds; evaluates federal programs and policies;
and provides analyses, recommendations, and other assistance to help
Congress make informed oversight, policy, and funding decisions. GAO’s
commitment to good government is reflected in its core values of
accountability, integrity, and reliability.

R : The fastest and easiest way to obtain copies of GAO documents at no cost
Obtalnlng COpleS of is through GAO’s Web site (www.gao.gov). Each weekday, GAO posts
GAO Reports and newly released reports, testimony, and correspondence on its Web site. To

. ave e-mail you a list of newly posted products every afternoon, go
Testim ony h GAO il list of 1 d prod af

to www.gao.gov and select “Subscribe to Updates.”

Order by Mail or Phone The first copy of each printed report is free. Additional copies are $2 each.
A check or money order should be made out to the Superintendent of
Documents. GAO also accepts VISA and Mastercard. Orders for 100 or
more copies mailed to a single address are discounted 25 percent. Orders
should be sent to:

U.S. Government Accountability Office
441 G Street NW, Room LM
Washington, D.C. 20548

To order by Phone: Voice: (202) 512-6000
TDD: (202) 512-2537
Fax: (202) 512-6061

To Rep ort Fraud, Contact:

Waste. and Abuse in Web site: www.gao.gov/fraudnet/fraudnet.htm
’ E-mail: fraudnet@gao.gov

Federal Programs Automated answering system: (800) 424-5454 or (202) 512-7470

: Gloria Jarmon, Managing Director, JarmonG@gao.gov (202) 512-4400
Cong?essmnal U.S. Government Accountability Office, 441 G Street NW, Room 7125
Relations Washington, D.C. 20548
Public Affairs Paul Anderson, Managing Director, AndersonP1@gao.gov (202) 512-4800

U.S. Government Accountability Office, 441 G Street NW, Room 7149
Washington, D.C. 20548

(@Y
PRINTED ON %@ RECYCLED PAPER



	18-14959
	51 Opinion - 02/04/2021, p.1
	51 OPIN-1A Notice to Counsel/Parties - 02/04/2021, p.29
	51 Internet Material - 02/04/2021, p.30


